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What is Cryptography?

Cryptography involves algorithms with security goals.

Cryptography involves using math to stop adversaries.



Common Security Goal: Secure Channel

Client Server

Secure channel

m1

m′�2
m′�1

m2

Confidentiality: Adversary does not learn anything about messages m1, m2

Authenticity:                 andm′�1 = m1 m′�2 = m2

Warning: subtitles abound



Yo, what’s the wifi password?

It’s four words uppercase, 
one word, lowercase.

pw=“fourwordsuppercase”
WEP/WPA1,2: Secure WiFi

… what?
It’s four words uppercase, 

one word, lowercase.… nevermind



pw=“fourwordsuppercase”

WPA2 (Wi-Fi Protected Access 2): Secure WiFi

pw=“fourwordsuppercase”

Secure channel

Physical medium (air)



GSM Cell Phone Encryption (A5/1, A5/3)

Secure channel

Physical medium (air)

User Key

Alice Doe 340934c3

Betty Lee b9842544

Cheryl Zang 93d94520

Pat Dobbs 2ea0f48d

… …

K = b9842544

K



Crypto in your browser: TLS (Transport Layer Security)

Time to pull the trigger and  
buy that Boyfriend Pillow  

I’ve had my eye on…

TLS MAGIC

Internet

Secure channel



Crypto in your browser: TLS (Transport Layer Security)

TLS MAGIC

Internet

Secure channel

Broken by:

Actually TLS seems to work 
most of the time. 

Used billions of times a day, 
supporting Internet and web.



Four settings for cryptography

Confidentiality Authenticity

Symmetric
Symmetric Encryption 

(aka Secret-key 
Encryption)

Message 
Authentication Code 

(MAC)

Asymmetric
Asymmetric 

Encryption (aka 
Public-key Encryption)

Digital Signatures

Security 
Goal

Pre-shared 
key?

Now: A tour of TLS, which uses all 4.



TLS Cryptographic Core

Client Server

Authenticated Key Exchange (AKE)

Client AKE 
Module

Server AKE 
Module

K K

K should be a fresh random and authentic session key

Adversary should not be able to influence or know K



TLS Cryptographic Core

Client Server

Authenticated Key Exchange (AKE)

Client AKE 
Module

Server AKE 
Module

K K

AE.Encrypt AE.Decrypt
m1

C
m′�1/ ⊥

AE: Authenticated Encryption Scheme
  : CiphertextC

⊥  : ERROR/REJECT



Server

Am I really talking 
to amazon.com?

Client

What does it mean to really talk to amazon.com? 

Messages were emitted by machine owned by 
Amazon.com Inc. 

Messages were emitted by machine with IP address 
associated to amazon.com by DNS. 

I’m getting my boyfriend pillow like now.



Authenticated Key Exchange (AKE)

Client AKE 
Module

Server AKE 
Module

Server

Certificate Authority (CA)

Client

PKCA

K/ ⊥ K

PKCA

CERTamazon.com

CERTamazon.com
CERTamazon.com

SKamazon.com

: amazon.com certificate issued by CA
: CA’s public key
: amazon.com’s secret key tied to 

CERTamazon.com
PKCA

SKamazon.com CERTamazon.com

I’m talking to amazon.com, 
or at least a computer that CA 

thinks is amazon.com

I don’t know who I’m talking to, 
but it’s been the same person  

for the whole conversation.



Certificate Authorities

Hundreds more, some with dubious security practices.





Crypto 
primitives

• RSA, DSA, 
ECDSA

• Diffie–Hellman, 
ECDH

• HMAC
• MD5, SHA1, 

SHA-2
• DES, 3DES, 

RC4, AES
• Export grade

Ciphersuite
details

• Data structures
• Key derivation
• Encryption 

modes, IVs
• Padding

Advanced 
functionality

• Alerts & errors
• Certification / 

revocation
• Negotiation
• Renegotiation
• Session 

resumption
• Key reuse
• Compression
• State machine

Libraries

• OpenSSL
• LibreSSL, 

BoringSSL
• NSS
• GnuTLS
• SChannel
• Java JSSE
• Everest / miTLS
• s2n

Applications

• Web browsers: 
Chrome, Firefox, 
IE/Edge, Safari

• Web servers:  
Apache, IIS, 
nginx, node, …

• Application 
SDKs

• Certificates
• Protocols

• HTTP, IMAP, ..

Attacks on TLS

Attacks on TLS Stebila • 2018-09-04 5

Cross-protocol 

DH/ECDH attack

RC4 biases,
rc4nomore,
Bar Mitzvah

CRIME, 
BREACH, HEIST

Triple handshake 
attack

goto
fail;

Goldberg & 
Wagner 

Netscape 
PRNG attack

FREAK, Logjam

Sweet32

Lucky13

Termination,
Cookie Cutter

Bleichenbacher

SSL 2.0 
downgrade,

FREAK, Logjam

POODLE

BEAST

Cross-protocol 
DH/ECDH attack

SLOTH

Bleichenbacher,

Collisions

Ray & Dispensa

Debian
OpenSSL

entropy bug

“Most dangerous code…
”

MalloDroid

CCS 
injection

BER
serk

Heartbleed

C
A breaches

Frankencerts

Virtual host 
confusion

SSL strippingSMACK

STARTTLS 

injection
Lucky 

microseconds

Jager et al.
DROWN



1993 
SSL v1.0

1995 
SSL v2.0

1996 
SSL v3.0

1999 
TLS v1.0

2006 
TLS v1.1

2008 
TLS v1.2

August 2018 
TLS v1.3

You’ll be able to tell 
your grandkids…

TLS History

Insecure
Insecure

Major 

issues Major 

issues Major 

issues Works but 

time for an 

upgrade

First deployments 
happening now!

Grandma, TLS 1.3 zero round-trip 
time session resumption with perfect 

forward secrecy is soooo dated.

Back in my day we did four-way 
handshakes… both ways, in the snow! With 

subgroups of prime fields!

Free beer for 

first attack



Crypto tools in TLS

Key Exchange 
Public-Key Encryption 
Trapdoor Function 
Authenticated Encryption 
Blockcipher 
Stream cipher 
Message Authentication Code 
Digital Signature 
Collision-Resistant Hash Function 
…

… all so we can buy boyfriend pillows securely

Each has unique and subtle security properties

Every interaction between pieces 
is an opportunity for an attacker.



Crypto in CSMC 23200

Symmetric Encryption (Lectures 2 & 3) 
Symmetric Authentication and Hashing (Lecture 4 and 5) 
Asymmetric Encryption (Lecture 6) 
Digital Signatures (Lecture 7) 
Putting it together: TLS (Lectures 8 & 9)



Rest of this lecture

- Syntax of a cipher 
- Some historical ciphers and how they were broken 
- The One-Time Pad cipher and its security/insecurity 
- Towards practice: Begin stream ciphers and 

blockciphers



Encrypt DecryptC

Cipher Syntax

K
m m/ ⊥

K

A cipher is a pair of algorithms Encrypt, Decrypt:

Require that decryption recovers the same message.



Historical Cipher: ROT13 (“Caesar cipher”)

Plaintext:     DEFGH 
Key (shift):  3 
Ciphertext:  FGHKL

Encrypt(K,m): shift each letter of plaintext forward by K 
positions in alphabet (wrap from Z to A).

Plaintext:     ATTACKATDAWN 
Key (shift):  13 
Ciphertext:  NGGNPXNGQNJA



Historical Cipher: Substitution Cipher

Encrypt(K,m): Parse key K as a permutation π on {A,… Z}. 
Apply π to each character of m.

P:  ATTACKATDAWN 
K:  π 
C:  ZKKZAMZKYZGT

x π(x)
A Z
B U
C A
D Y
E R
F E
G X
H B
I D
J C
K M
L Q
M H
N T
O I
P S
Q V
R N
S P
T K
U O
V F
W G
X W
Y L
Z J

How many keys? 
26! ≈ 288 

9 million years to try all keys at rate of 
1 trillion/sec



Cryptanalysis of Substitution Cipher



Quick recall: Bitwise-XOR operation

We will use bit-wise XOR: 
0101 
1100⨁

1001

Some Properties: 
-X⨁Y = Y⨁X
-X⨁X = 000…0
-X⨁Y⨁X = Y



Cipher Example: One-Time Pad

Key K: Bitstring of length L

Plaintext M: Bitstring of length L 

Encrypt(K,M): Output K⨁M Example: 
0101 
1100⨁

1001Decrypt(K,C): Output K⨁C

Correctly decrypts because 
K⨁C = K⨁(K⨁m) = (K⨁K)⨁m = m

Q: Is the one-time pad secure?
Bigger Q: What does “secure” even mean?



Evaluating Security of Crypto

Kerckhoff’s Principle: Assume adversary knows your 
algorithms and implementation. The only thing it 
doesn’t know is the key.

1. Quantify adversary goals 
Learn something about plaintext? Spoof a message? 

2. Quantify adversary capabilities 
View ciphertexts? Probe system with chosen inputs? 

3. Quantify computational resources available to adversary 
Compute cycles? Memory?




