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Proving You Are Human



CAPTCHA

• Completely Automated Public Turing test to tell Computers and 
Humans Apart (Luis von Ahn)
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reCAPTCHA

• Book digitization
• NY Times, Google Books 

• “One of the wavy words quite likely came from a digitized image 
from an old, musty text…the scanning programs made a lot of 
mistakes.”

4https://www.nytimes.com/2011/03/29/science/29recaptcha.html and https://freakspot.net/en/como-explota-Google-con-CAPTCHAs/



reCAPTCHA

• “One of the wavy words quite likely came from a digitized image 
from an old, musty text…the scanning programs made a lot of 
mistakes.”

• “ReCaptcha flags as “suspicious” any word that is deciphered 
differently by the two programs or that does not appear in an 
English dictionary… Then each suspicious word is turned into a 
Captcha. It is crucial to understand that the Captcha is a 
distorted version of the word as printed in the original 
photographic image. It is not made from the O.C.R.’s imagined 
translation, which is often unintelligible. The unknown word is 
then paired with a second Captcha word whose correct 
translation is already known. This is the “control.”

5https://www.nytimes.com/2011/03/29/science/29recaptcha.html



reCAPTCHA

• Google Maps (and presumably self-driving cars):

• “Checking a box”

• Are CAPTCHAs accessible?

6
Images taken from https://freakspot.net/en/como-explota-Google-con-CAPTCHAs/
See also https://www.npr.org/sections/money/2019/04/24/716854013/episode-908-i-am-not-a-robot



Duolingo

• Original (and perhaps future?) idea: use power of humans 
learning a language to create translations
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https://www.npr.org/2020/05/22/860884062/recaptcha-and-duolingo-luis-von-ahn
https://digital.hbs.edu/platform-digit/submission/duolingo-using-the-wisdom-of-crowds-to-translate-language/
See also https://www.npr.org/sections/money/2019/04/24/716854013/episode-908-i-am-not-a-robot



Identity (in systems)



Identity: Preventing 
Multiple Accounts from

One Person



Sybil Attacks

• One individual creates many 
pseudonymous identities

• For instance, one individual creates many 
accounts

• Namesake: Sybil (pseudonym of a person 
who had a dissociative identity disorder)

• Also called: sock puppets (false identities)

• Why is this a problem for computer 
systems?
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Tie accounts to real identities

• IP address

• Mailing address

• National identity card

• Telephone number
• What precise protocol?
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Vulnerabilities of SMS Codes
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https://www.youtube.com/watch?v=AWemFbRf95g
https://www.ftc.gov/news-events/blogs/techftc/2016/06/your-mobile-phone-account-could-be-hijacked-identity-thief



Rely on real-world trust relationships
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Cybersecurity Law of the People’s Republic 
of China (Effective June 1, 2017) 

14https://www.newamerica.org/cybersecurity-initiative/digichina/blog/translation-cybersecurity-law-peoples-republic-china/



National ID Cards

15https://www.thalesgroup.com/en/markets/digital-identity-and-security/government/identity/2016-national-id-card-trends

• Some national ID cards include a microprocessor
• Online authentication becomes possible



Authentication with Asymmetric Crypto
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Proofs of Work



Prerequisite: Hashing
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• One-way function

• Similar inputs result in very different outputs
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Prerequisite: Hashing
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• One-way function

• Similar inputs result in very different outputs

• md5(“blase”) = 12B872ADB2588C668D706D847FC1DA7E

• md5(“blasé”) = 29AFE9B75D98D3C4ECFCB34FDFC422A2



• Key usage: password storage

• Iterated hash functions
• Examples: bcrypt

• Configurable number of iterations

• Requires more computation; also reduces parallelism

• Memory-hard hash functions
• Examples: scrypt, Argon2

• Requires the person computing have a lot of RAM ($$$)

Detour: Intentionally Slow Hashing
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• Example (problematic) system: You upload some data to a 
computer system and it trains a neural network with that data

• Example (problematic) system: You upload some data to a 
computer system and it trains a neural network with that data

• Example (problematic) system: You upload the product of two 
large prime numbers to a system and it factorizes it

• What’s the problem?

Need for Proofs of Work
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• Example (problematic) system: You upload some data to a 
computer system and it trains a neural network with that data

• Example (problematic) system: You upload some data to a 
computer system and it trains a neural network with that data

• Example (problematic) system: You upload the product of two 
large prime numbers to a system and it factorizes it

• What’s the problem? Denial of Service (DoS) attacks

Need for Proofs of Work
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• Example (problematic) system: Everyone can vote on who wins 
the CS 259 Memelord award

• What’s the problem?

Need for Proofs of Work
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• Example (problematic) system: Everyone can vote on who wins 
the CS 259 Memelord award

• What’s the problem? Does one person = one vote?

Need for Proofs of Work
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• Blocks of transactions are linked together into a chain

• Hashes connect the blocks

• Emergent consensus: The hash chain representing the most
cumulative work is considered valid

• Blocks (in Bitcoin) are mined every 10 minutes

Blockchain

26https://www.oreilly.com/library/view/mastering-bitcoin/9781491902639/ch08.html



Blockchain Block Headers

27https://www.oreilly.com/library/view/mastering-bitcoin/9781491902639/ch08.html



• “To make a challenge out of this algorithm, let’s set an arbitrary 
target: find a phrase that produces a hexadecimal hash that starts 
with a zero. Fortunately, this isn’t difficult! Example 8-10 shows that 
the phrase “I am Satoshi Nakamoto13” produces the hash 
0ebc56d59a34f5082aaef3d66b37a661696c2b618e62432727216ba9
531041a5, which fits our criteria. It took 13 attempts to find it. In 
terms of probabilities, if the output of the hash function is evenly 
distributed we would expect to find a result with a 0 as the 
hexadecimal prefix once every 16 hashes (one out of 16 
hexadecimal digits 0 through F). In numerical terms, that means 
finding a hash value that is less than 
0x1000000000000000000000000000000000000000000000000000
000000000000. We call this threshold the target and the goal is to 
find a hash that is numerically less than the target. If we decrease 
the target, the task of finding a hash that is less than the target 
becomes more and more difficult.”

Selecting the Winning Block

28https://www.thalesgroup.com/en/markets/digital-identity-and-security/government/identity/2016-national-id-card-trends



• Validate blocks (e.g., no invalid transactions)

• Select the chain with the most proof of work

Overall Process

29https://www.thalesgroup.com/en/markets/digital-identity-and-security/government/identity/2016-national-id-card-trends



Environmental Impacts



Electronic Waste
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https://www.bloomberg.com/news/articles/2019-05-29/the-rich-world-s-electronic-waste-dumped-in-ghana
https://www.smithsonianmag.com/science-nature/burning-truth-behind-e-waste-dump-africa-180957597/
https://www.cnn.com/2021/02/26/africa/marketplace-africa-ewaste-electronics-recycle-rwanda-spc-intl/index.html



Diurnal Patterns of Energy Usage

32https://cacm.acm.org/magazines/2021/2/250064-driving-the-cloud-to-true-zero-carbon/fulltext


