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Surveillance of Students

(Continued)



Exam-Proctoring Software



Virtual Meetings



Virtual Meetings



Tracking Website 

Visits



First-Party Tracking (The Website You Are Visiting)



First-Party Tracking (The Website You Are Visiting)



Third-Party Tracking (Not The Website You Are Visiting)



Third-Party Tracking (Not The Website You Are Visiting)



Ad Targeting

● Goal: Target advertisements to particular users

○ Based on interests, demographics, past interactions (online/offline)
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You might like 

dogs!

Data-Driven Inferences



Targeted Advertising



Dog beds and 

other pet 

supplies

PetStuffSite

petstuffsite.com

Targeted Advertising

http://petstuffsite.com/
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Mechanics of Tracking 

(Cookie Version)



HTTP Basics

Image taken from https://www.keycdn.com/support/custom-http-headers



HTTP Headers (uchicago.edu)



HTTP Headers (uchicago.edu): Request
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Detail: HTTP Cookies

Image taken from https://networkencyclopedia.com/http-cookie/



HTTP Headers (uchicago.edu): Response



HTTP Headers (uchicago.edu): Response



HTTP Headers (uchicago.edu → youtube.com)



HTTP Headers (uchicago.edu → youtube.com)



HTTP Headers (uchicago.edu → youtube.com)



HTTP Headers (uchicago.edu → youtube.com)



HTTP Headers (uchicago.edu → youtube.com)



Mechanics of Tracking 

(Fingerprinting Version)



Browser Fingerprinting

● Use features of the browser that are relatively unique to your machine

○ Fonts

○ GPU model anti-aliasing (Canvas fingerprinting)

○ User-agent string

○ (Often not) IP address (Why not?)



See Fingerprinting Happening



The Ecosystem 

Underlying Targeted Ads



Ad Bidding Marketplaces

Image taken from https://vimeo.com/219820643



Anti-Tracking 

Mechanisms



Firefox Browser (New-ish) Default Settings



Firefox Browser Strict Settings



Ghostery



Existing Privacy Tools



Existing Privacy Tools



Do not track

● W3C standard

● User checks a box

● Browser sends a “do not track” 

header to website

● Website stops “tracking”

● W3C working group tried to define 

what “stopping tracking” meant



Visualization: Connection Graphs



Tools to stop tracking, effective?

● Browser privacy settings

○ Cookie blocking

○ P3P

○ Tracking Protection Lists

○ Do Not Track

● Browser add-ons

● Opt-out cookies

● Digital Advertising Alliance (DAA) AdChoices icon and associated 

opt-out pages



(Our Group’s) Tracking Transparency
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(Our Group’s) Tracking Transparency



Mozilla Firefox Protections Dashboard


