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Examining Two 

Alternative Approaches 

to Tracking/Targeting



Mozilla Pocket: Customization With Only Local Tracking



Mozilla Pocket: Customization With Only Local Tracking

Image taken from https://blog.mozilla.org/en/products/firefox/pocket-in-firefox/



Mozilla Pocket: Customization With Only Local Tracking

Image taken from https://getpocket.com/en/firefox/new_tab_learn_more/



Mozilla Pocket: Customization With Only Local Tracking

Image taken from https://help.getpocket.com/article/1142-firefox-new-tab-recommendations-faq#personalized



Google FLoC (Google’s Perspective)

Image taken from https://blog.google/products/ads-commerce/2021-01-privacy-sandbox/



Google FLoC (EFF’s Perspective)

Image taken from https://www.eff.org/deeplinks/2021/03/googles-floc-terrible-idea



Google FLoC: Architecture

Image taken from https://arstechnica.com/gadgets/2021/04/everybody-hates-floc-googles-tracking-plan-for-

chrome-ads/



Google FLoC (Brave Browser’s Perspective)

Image taken from https://brave.com/why-brave-disables-floc/



Legal Considerations 

in Computer Systems



Software Licensing
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Table taken from https://en.wikipedia.org/wiki/Software_license



Computer Fraud and Abuse Act (1986)
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https://www.congress.gov/bill/99th-congress/house-bill/4718

● Prohibits unauthorized access to a computer system

● “Creates new Federal criminal offenses of: (1) property theft by computer 

occurring as part of a scheme to defraud; (2) altering, damaging, or destroying 

information in, or preventing the authorized use of, a Federal interest computer; 

and (3) trafficking in computer access passwords.”

● First felony conviction: Morris Worm of 1988

● Used to prosecute Aaron Swartz for downloading JSTOR articles en masse

● Used to prosecute George Hotz (geohot) for jailbreaking the PS3 → settlement



Bug Bounties
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Table taken from https://www.bugcrowd.com/bug-bounty-list/



The Difficulty of

Managing Data Rights
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Data Access Rights / Data Management / Data Freedom



Data Rights Management (DRM) Tech

● The use of technical mechanisms to enforce rights

○ Pretty much an arms race

● Example from the 1990s: DVD Content Scrambling System (CSS)

○ DeCSS from Jon Lech Johansen and others
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https://www.justia.com/intellectual-property/copyright/copyright-safe-harbor/



DMCA Safe Harbor

● Digital Millennium Copyright Act (DMCA) of 1998

○ Criminalizes circumvention of DRM

○ Criminalizes circumvention of access control (regardless of intent or 

subsequent actions)

○ Raises penalties for copyright infringement on the internet

● Creates safe harbor for online service providers, including ISPs

○ Copyright holders submit DMCA takedown notices

○ Takedown notices are now often automated or semi-automated
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https://www.justia.com/intellectual-property/copyright/copyright-safe-harbor/



The Politicization of 

Technology



Huawei and 5G Politics
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See https://www.bbc.co.uk/news/resources/idt-sh/Huawei



The Crypto Wars (of the 1990s)
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See https://www.bbc.co.uk/news/resources/idt-sh/Huawei



The Crypto Wars (of the 2010s)
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See https://www.theguardian.com/technology/2016/mar/28/apple-fbi-case-dropped-san-bernardino-iphone



The Crypto Wars (of the 2010s)
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See https://www.theverge.com/2021/4/14/22383957/fbi-san-bernadino-iphone-hack-shooting-investigation



Funding Models for Technology

● Who is funding technology?

● What are their goals?

● Who will benefit?

● How will the workforce be affected?
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Course Wrap-up:

Engineering for Ethics, 

Privacy, and Fairness in 

Computer Systems



Course Description

This course takes a technical approach to understanding ethical issues in the design and 

implementation of computer systems. Tensions often arise between a computer system's utility 

and its privacy-invasiveness, between its robustness and its flexibility, and between its ability to 

leverage existing data and existing data's tendency to encode biases. The course will demonstrate 

how computer systems can violate individuals' privacy and agency, impact sub-populations in 

disparate ways, and harm both society and the environment. It will also introduce algorithmic 

approaches to fairness, privacy, transparency, and explainability in machine learning systems. 

Through hands-on programming assignments and projects, students will design and implement 

computer systems that reflect both ethics and privacy by design. They will also wrestle with 

fundamental questions about who bears responsibility for a system's shortcomings, how to balance 

different stakeholders' goals, and what societal values computer systems should embed.
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Topics Covered

● User Interfaces (1 lecture)

● Data (3 lectures)

● World (2 lectures)

● Machine Learning (4 lectures)

● Privacy (4 lectures)

● Lifecycles (1 lecture)

● Tracking & Surveillance (2 lectures)

● Politicized Ecosystems (1 lecture)
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THANK YOU!


