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Hardware Security: A Broad View

 What do we trust?
 How do we know we have the right code?

 Recall software checksums, Subresource
Integrity (SRI)

 What is our root of trust? Can we establish a
smaller one?

« Can we minimize the Trusted Computing
Base (TCB)?

» Can processor design lead to insecurity?
* Yes! ®



MELTDOWN

Attacks that exploit processor vulnerabllities

Can leak sensitive data
Relatively hard to mitigate |-
Lots of media attention




Relevant Ideas in CPUs

 Memory isolation: Processes should only be able to
read their own memory

« Virtual (paged) memory
* Protected memory / Protection domains
 CPUs have a relatively small, and very fast, cache
* Loading uncached data can take >100 CPU cycles

« Qut-of-order execution: Order of processing in CPU can
differ from the order in code

 Instructions are much faster than memory access; you
might be waiting for operands to be read from memory

 Instructions retire (return to the system) in order even
If they executed out of order



Relevant Ideas in CPUs

« There might be a conditional branch in the instructions

« Speculative execution: Rather than waiting to determine
which branch of a conditional to take, go ahead anyway

 Predictive execution: Guess which branch to take
« Eager execution: Take both branches

 When the CPU realizes that the branch was mis-
speculatively executed, it tries to eliminate the effects

« A core idea underlying Spectre/Meltdown: The results of
the instruction(s) that were mis-speculatively executed will
be cached in the CPU [yikes!]



Example (Not bad)

Consider the code sample below. If SEFI=STEHGEH is uncached the processor can speculatively load data
e er]. This is an out-of-bounds read. That should not

matter because the processor will effectively roll back the execution state when the branch has executed:;
none of the speculatively executed instructions will retire (e.g. cause registers etc. to be affected).

struct array {

unsigned long length;

unsigned char datal[];

bi

struct array *arrl = ...;

unsigned long untrusted offset from caller = ...;

if (untrusted offset from caller < _) {

unsigned char value = arrl-

https://googleprojectzero.blogspot.com/2018/01/reading-privileged-memory-with-side.html



Example (Bad!!!

However, in the following code sample, there's an issue. If SEEISSTENGEH, AEE2SSGatal0%200] and

EEE2=SEaEa0E800] are not cached, but all other accessed data is, and the branch conditions are
predicted as true, the processor can do the following speculatively before EEEI=SIERGER has been loaded

and the execution is re-steered:
>data[untrusted offset from caller]

e load value = arrl->
« start a load from a data-dependent offset in EifE2s>aatd, loading the corresponding cache line
into the L1 cache

struct array {
unsigned long length;
unsigned char datal];

}i

struct array *arrl = ...; /* small array */

struct array *arr2 = ...; /* array of size 0x400 */
/* >0x400 (OUT OF BOUNDS!) */

unsigned long untrusted offset from caller = ...;

if (untrusted offset from caller < FEEISSISHgEH) |

unsigned char value = @  [untrusted offset from caller];
unsigned long index2 = ((Value&l)*0x100)+0x200
if (index2 < arr2->length) {

unsigned char value2 = _;

After the execution has been returned to the non-speculative path because the processor has noticed that
untrusted offset from caller is bigger than BEEISSIEHGEH, the cache line containing

EEEPESEE AR stays in the L1 cache. By measuring the time required to load

EEE2ESEEEa0R200] and EEE2SSESEE0RS00]. an attacker can then determine whether the value of

index?2 during speculative execution was 0x200 or 0x300 - which discloses whether
[untrusted offset from caller]slisOor1.

https: //googleprOJectzero blogspot.com/2018/01/reading-privileged-memory-with-side.html



Spectre: Key ldea

» Use branch prediction as on the previous
slide

« Conducting a timing side-channel attack
on the cache

 Determine the value of interest based on
the speed with which it returns

« Spectre allows you to read any memory
from your process for nearly every CPU




Spectre: Exploitation Scenarios

* Leaking browser memory
« JavaScript (e.g., In an ad) can run Spectre

» Can leak browser cache, session key, other
site data




Spectre: Exploitation Scenarios
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First Fully Weaponized Spéctre Expldit Discovered On'Iil]‘é S
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By Catalin Cimpanu.-  March', 2021 '

“But today, Voisin said he discovered new Spectre exploits—one
for Windows and one for Linux—different from the ones before. In
particular, Voisin said he found a Linux Spectre exploit capable of
dumping the contents of /etc/shadow, a Linux file that stores
details on OS user accounts”

https://therecord.media/first-fully-weaponized-spectre-exploit-discovered-online/



Meltdown: Key ldea

1. Attempt instruction with memory operand (Base+A),
where A is a value forbidden to the process

2. The CPU schedules a privilege check and the actual
access

3. The privilege check fails, but due to speculative
executive, the access has already run and the result
has been cached

4. Conduct a timing attack reading memory at the address
(Base+A) for all possible values of A. The one that ran
will return faster

Meltdown allows you to read any memory in the address
space (even from other processes) but only on some
Intel/ARM CPUs




Meltdown Attack (Timing)

Now the attacker read each page of probe array

255 of them will be slow

« The X page will be faster (it is cached!)

We get the value of X using cache-timing side channel

2 500
2 2 400
8 5 300 — X=84
<< 200
0 50 100 150 200 250
Page

Figure 4: Even if a memory location is only accessed
during out-of-order execution, it remains cached. lterat-
ing over the 256 pages of probe_array shows one cache
hit, exactly on the page that was accessed during the out-
of-order execution.



Meltdown: Mitigation

« KAISER/KPTI (kernel page table isolation)

 Remove kernel memory mapping in user
space processes

* Has non-negligible performance impact

« Some kernel memory still needs to be
mapped



Trusted Computing



Trusted Platform Module (TPM)

« Standardization of cryptoprocessors, or
microcontrollers dedicated to crypto functions w/
built-in keys

* Core functionality:
1) Random number generation, crypto key creation

2) Remote attestation (hash hardware and software
config and send it to a verifier)

3) Bind/seal data: encrypted using a TPM key and,
for sealing, also the required TPM state for decryption

« Uses: DRM, disk encryption (BitLocker), auth



Trusted Platform Module (TPM)

Endorsement Key (EK)
random number
generator
Storage Root
RSA key generator

Key (SRK)

Registers (PCR)
SHA-1 hash generator
Attestation ldentity

Keys (AIK)

Platform Configuration
encryptlon-decry_ptlon- storage keys
signature engine




Trusted Execution Environment (TEE)

TPMs are standalone companion chips, while TEEsS are a
secure area of a main processor

Guarantees confidentiality and integrity for code in TEE
Key example: Intel Software Guard Extensions (SGX)

Enclaves = Private regions of memory that can’t be read
by any process outside the enclave, even with root access

Uses: DRM, mobile wallets, auth



Authentication In Practice:
Moving Towards A
Passwordless World?



Case Study: WebAuthn

FIDO2 BRINGS SIMPLER, STRONGER
AUTHENTICATION TO WEB BROWSERS

COMMITTED SUPPORT

FROM LEADING BROWSERS

O OO nhttps/mww.fidobank.com
PLEASE AUTHENTICATE —<i=aa—
HSE]

¢ceeo

USE WHAT'S ON YOUR PC...

OR USE YOUR DEVICE!

© 000

FIDO AUTHENTICATION: THE NEW GOLD STANDARD

1 2

Protects against phishing, Log in with a single
man-in-the-middle and gesture - HASSLE FREE!

attacks using stolen
credentials

VR

aetna BankofAmerica‘y}
ropbox  €b facebook
Google décomo P PayPal

Already supported in

market by top online
services



Case Study: WebAuthn

Created under the FIDO2 project, now a W3C
standard

Goal: Authenticate on web using public-key crypto

Implemented in specialized hardware OR In
software using a TPM/TEE

=0 O

signed challenge

assertionl T and PIN —

PIN challenge

-+
signed =0
assertion
—_—

(HTTPS)  www.example.com

\ )\ J
| |

verification authentication




Case Study: WebAuthn

User interaction: Push a button on a key, type
a PIN into the device, present biometric
(fingerprint) to hardware reader




Authentication In Practice:
Password Add-Ons /
Alternatives



Single Sign-On

-F Login with Facebook




Two-Factor Auth

Y * D al
Google Authenticator

Enter this verification code if
prompted during account sign-in:

alice@gmail.com

547173

alice.work@company.com

166123




Physical Tokens / Smart Cards

* Codes based on a cryptographic key
— Token manufacturer also knows the key

 What If there I1s a breach?




Authentication In Practice:
| Forgot My Password



Resetting Accounts

* | forgot my password!
* Send an email?

« Security questions?

* In-person verification?
* Other steps?

* (No backup)



Authentication In Practice:
Password Reuse ®



Password Reuse-Based Attacks

Keep your account secure

Based on our automated security check, your Facebook password
matches one that was stolen from another site. We aren't aware of any
suspicious activity on your account, but please change your password
now to help keep it secure.

Maximilian Golla, Miranda Wei, Juliette Hainline, Lydia Filipe, Markus Dirmuth,
Elissa Redmiles, Blase Ur. “What was that site doing with my Facebook Password?”

Designing Password-Reuse Notifications. In Proc. CCS, 2018.
29



People Reuse Passwords

g o Y

PayPal

= B o
%3 Dropbox.

7 reddit .
1 ROcky!17 )a i m

Ta{bao.com
AmericanAirlines "¢

Adobe
123456

HE SONY
an M

.Roc.ky.!16 ] SIaCk U




Og) AcmeCo

Memory-Hard Hash Function /
Email Argon2i Hash of Password
jim@mail.com Sargon2iSv=195m=4096,...

Password Strength Meter

< (—

Username

Password

acmcesi18

]
Show Password & Detailed Feedback #

Rate-Limiting Guessing

I'm not a robot

Your password could be better.

B Consider inserting digits into  (Why?)
the middle, not just at the end

B Make your password longer  (Why2)
than 8 characters

W Consider using 1 or more (Why??)
symbols

A better choice: \a#D18cmccs

How to make strong passwords



&
{'J AcmeCo

Email

jim@mail.com

ap
'

Linked [}

Email
jane@aol.com

jessey@gmx.net
jenny@gmail.com

jim@mail.com

john@hotmail.com

(@



Linked [{}}

Email SHA-1 Hash of Password
jane@aol.com 7c4a8d09ca3762a£61e595209

jessey@gmx.net 5baa6led4c9b93£3£0682250b6
jenny@gmail.com 7c222fb2927d828af22£59213
jim@mail.com ba93664a90285b9££f18a7a081
john@hotmail.com blb3773a05c0ed0176787a4f1

(@



Crack All The Things!

$> hashcat -m 100 -a0 STARGET S$DICT

Linked [T}

Email Cracked SHA-1 Hashes
jane@aol.com 123456

jessey@gmx.net 5S5baa6led4c9b93£f3£0682250b6

jenny@gmail.com Canadadever

jim@mail.com ROcky!'17

john@hotmail.com HikingGuy89




Dead On Arrival

03J AcmeCo

Email Cracked

jim@mail.com ROcky!'17

Linked [}

Email Cracked SHA-1 Hashes
jane@aol.com 123456
S5baa6le4c9b93£3£068225

jessey@gmx.net 0b6

1 guess is
enough!

john@hotmail.com HikingGuy89

(@



Monitoring the Black Market

ece / 4 Listing x \\.'.

S! @~ € () tdeamgnduvm42g.onion/listing/3600

Home / Information and Fraud / Databases / Linkedin 167M

Linkedin 167M
Linked m By peace_of_mind ( 100.0% )

05.0000/ BTC 5

In stock.

Postage Option

]

Escrow Yes, escrow by RealDeal is available.
Class Digital
Ships From Worldwide

E1| & Q_ Search

A0 ™m0 w0 g BTCO0.0000 # Home 4 My RealDeal i Support (% Logout

TheRealDeal All :l | want to order ...

Qty: 0 j
Buy It Now

Favorite Question



@ BEST PRODUCTS REVIEWS NEWS VIDEO HOW TO SMART HOME CARS DEALS Q @ JOIN/ SIGN IN

SECURITY

Facebook buys black market
passwords to keep your account
safe

The company's security chief says account safety is about
more than just building secure software.

BY KATIE COLLINS | NOVEMBER 9, 2016 12:56 PM PST

fYF S xR



Password-Reuse Notifications

s o

[

secarty Toaen

Your email address or profile URL *

snemennnee| ENter your email address or profile URL

o a8 e Goeges Poge

Py M

Important information regarding your Houzz account

- 1013PM (12N age)  w -

© seotity

Please update your
Spotify password.

 daren

[p——

T mensoge has been demied Fesiorn message

% houzz

Hi AvatarWak,

Our securlty team noticed that y
from another service that was re

ety ety o, wve s your pass T
.m0
ot e Wi W o .

As a precaution, and to protect |

update your password 1o acces:

forgotPassword. Dot werry T sy  prvertati sty s, Mooy
e J0ue Spondy ocoruet, aed o g s secrn

As a reminder, 1t is a bast practic

i you share them across service

i o i 1 s g
oot g g

1 uss0n 6 ot ek, emem cic e o Pow 10 sty
asso manuaty

Soctry urcey

| Thanks,
b The Houzz Team

W 325 7986 changiog he Basswd Wi s cths sendces 1
W 0. 129 0 a0 oo

-, o 8220w Gm

Please Confirm Your Identity

<maximilian golla@gmail.com> 17 (10 uby #t 21:50)

soad & $heto 10 o confem your eenty.

3n in attempt to your

Wed. Sep, 2017 1322 PM

(]

spirit

ld asign in

Guarding your parsonal informaion s very Impartant 1 us, 50 we
want 1o make you aware of a situation that could Impact your Spint
Aiinas FREE SPIRIT account

Adobe Sy

ot
g, plsse i e,

W have learned that your login Information appears 1o have been
‘compeomised In connection with a prior breach, urvelated lo Spirit
Aifines. This activity does nat appear to be associated with any
breach of cybersacusity at Spirt Arfines,

AL his tme there s no evidence that your credit card

sapany Yo updnento.
sach s e Drples
Osar Evamte ute
e vy skl k. s o o b
Evemote's Oparatons & Secu icoms i st i ” e
actinty on the Evemete netuo LT —

Information fs at risk. In order to protect acosss o your FREE
SPIRIT account, we have disabled your current password and have
sent or will be sending you instructions fo update your FREE
SPIRIT password,

We're here 10 help. 50 1 you have any questions, please do not

- socusky rveelgaton, we have found o avdence it smy of e o ot o o e e Voo v ol | 1SR 1o contact us.
 you o n Evemole wat scssesed, chacy- 17 G e, 0 P M, A 5405350 Sy s
oty eyt formation for Evernols Your SECOUT 18 I fead-only mode to pLECt your pins om SuSpicious aciiily. Flease reset your password Lo secure your scoourt. i
Seioius iuadoinss wad ooy
een changed .
it Astines.
! Dinterest Adde A
Tha imeskaton hea show, howevec thet e nd
hi ikomstan was occoseod. e passwDds thoed by Evamots &
= p by oneway ancrypton. 0n tech vy 4 hashed and = pdes & Never show tis again -
Hatlo - |
At Amszon v ok o sty ad ey ey sy A ot of ot e montig e dcorred 3 1 f ek s,
Wihde the it was i ko fhat mary

Password Resel

PO — isowa B

possible on Linkedin, we're

g e sty of o v regulary site and the Intemet: your safe.

TOU MUSE eSOt YOUR et | e e ot bt e e o
password before you can - o
Here's how:

Your email was found in a feak of user data from another service.
Vie're temporarily preventing access to your account to protect it
against unauthorized access, in case you've reused the same

continue

1..Go to the Linkedin website.

2. Next to the password fleld, cick the *Forgot your password” link. and
‘enter your email address.

password on SoundCloud.

3. You'll get an emai from Linkedin asking you to click a link that will help
you resat your password.

4.0nce you've reset your password, a confirmation email wil be sent 0 the
‘confirmed emal addresses on your account,

Fene werea: A link to reset your password will be emalled to all addresses.

o e s s A550CIAted With your account. To learn more, visit our Help Center.

Thanks for helping us keep your account safe,
The Linkedin Team

Request a password reset

Blase Ur <blaseur@gmail.com>

™ Gmail

Someone has your password
1 message

Gougle < reptyGaccountsgooge.com> Sun, 0130, 2016 21238 PM

o naseu@ona cor
Google (o]

Someone has your password

HiBa
‘Someone ust used your passward fo ty fosign i t your Google Account
blaseur@gmai com.

Details:

Sunday, October 30, 2016 9:38 PH (Cental Arica Time)
Victoia Falls, Zmbabwe:

From: Microsaft sccount tesm
Date: Friday, April 17, 2015 at 26 AM
Sublect: Microsoft account unusual sign-In activity

Best,
The Googe Accoun!
Microsoft account

Unusual sign-in activity

Vou recenved this mandt
Jour Google product o a« W detected something unusual about a recent sign-in to the Microsoft account

2016 Googe . 160c help keep you safe. we required an extra security challenge.

*@comcast nat, To

Sign-in detais:
Country/region: United States
1P address: 56.5.655.56

Date: 4/17/2015 6:26 AM [EST)

I this was yeu, then you can safely ignare this email

Ifyou're not sure this was you. 2 malicious user might have your password. Please review your recent activity
and we'l help you take comective action.

To pt out or change where you receive security notifications, click here,

May Hav

we have assigned
o 10 your Amazon com account out o an abundance of caution

Thanks,
‘The Microsoft account team

osatyourpassword when ye 0 the Amazon com . T reset your passia ik “Your Account”
Yoo Amicim ot O e S I s, k7ot YR Passvord” Ik o il b Yiew o Mesope ook egantiv.thereias a cecud
™ Sati s S WO B addienk | $Tig @ Gk | e « J
jane_doe &)
inkeset - Regly > Fod @ Achie @ Jusk © Dele
g i — NETFLIX
wt PR ——
= Keep Your Account Secure L 1o Mg Other Actiona | Deor sam
Your security on Instagram is a top priority 3 .
for us. Based on our automated checks, uwel'eél'
we've discovered that the password you use WO e o 1t e
for Instagram is the same as one that was A R
5 . Hi, Ajay b e e " "
stolen from another site. We haven't 3 :
detected any suspicious activity on your 20 e
account, but we recommend you change 0 Sk acimcew sty e uc ki yous Pladeraat .
S account without your permissicn. Please create a new Reset Password oty e change yau psamond on wy ctha wekisies
e your password password o secure your account ’
- Change Passwo e
More information: Care s oo b oy o o G

Prtasest ¥  Neths T

2615 1073

883

Edit Profile

Aher you craste 2 new passwerd. yeur sccourt wil be flly

Guestons? G 1-866.578.7172




Authentication In Practice:
Password Managers



Password Managers

* Trust all passwords to a single master
password

— Also trust software
— Centralized vs. decentralized architectures

LastPassEXriza




Authentication In Practice:
Checking for
Compromised Credentials



Checking for Compromised Credentials

1

Home Notify me Domain search Who's been pwned Passwords API About Donate B P 09:419

¢ Back Security Recommendations

I;__ h ave i be e n pw n ed ? Detect Compromised Passwords

iPhone can securely monitor your passwords and alert you if
they appear in known data leaks

Check if your email address is in a data breach
HIGH PRIORITY

Change Password on Website

4’ Firefox Monitor Breaches Security Tips

Google Account

Password Manager

See if you’ve been part of
an online data breach.

* % %

Find out what hackers already know about you.
Learn how to stay a step ahead of them.

Password Checkup

Check the strength and security of your saved passwords. Find out if they've
been compromised and get personalized advice when you need it

Check for Breaches

https://www.zdnet.com/article/google-launches-password-checkup-feature-will-add-it-to-chrome-later-this-year/
https://ios.gadgethacks.com/how-to/ios-14-monitors-your-passwords-protect-you-against-data-breaches-heres-works-0341281/



Checking for Compromised Credentials

Under the hood:

How Password Checkup helps keep your accounts safe

01

Whenever Google discovers a
username and password
exposed by a data breach, we
store a strongly hashed and
encrypted copy of the data.

02

When you log in to a site you use,
Password Checkup will send a
strongly hashed and encrypted
copy of your username and
password to Google. This ensures
that Google never learns your
account details.

03

We use private set intersection
with blinding to seach through
every unsafe username and
pasword without revealing your
account details, or anyone else's,
during the process.

04

The final check for whether
your username or password
was in a data breach is entirely
local. If your account details
were exposed, you should
change your password
immediately.

R ABB1CO 88 C47C 67 1C BE F4 22 6108 01A% 31

: . O

v v
A8 B1

Argon2 hash
Ajjuk8GhjGFLeNZkgFcuSw+nUWgpKQLMcutwWiK4=

Eliptic curve encryption

We keep an unencrypted, 2-byte
hash prefix to partition the database.

We encrypt the full hash using a secret key
©=r known only to Google.

Loginto Exampie.com

s R R ABB1CO88C47C 67 1CBEF422610801A931 -

— 2 ©)

f— v
A9817QFbiJNGT+cyclc3wdxBbEIbkiGaatGEGOk= B

Google only learns an anonymeus
hash prefix of your account details.

Password Checkup encrypts your full account details
using a secretkey @y known only to you.

om Password Checkup fetches an encrypted database of
_ﬁ every unsafe username and password that shares the
same ananymous hash prefix of your account details.

ABBI1

A9817QFbiJNGT+cycLc3w4xBbEIbkjGaatG5GO

AyjmSBQ:+ JIeEjKVISRONZ pzojwmAvnx/gTohNwh 8. @
v
AJJUKBGhGFLENIKgFeUSW-+nUWgPK WWi

To search this encrypted data,
Password Checkup asks Google
to re-encrypt your account details
with O

Password Checkup locally decrypts
the result with @, This yields a copy
encrypted only with O

Password Checkup locally searches
if your username and password, now
encrypted with @ . match any of
the unsafe username and passwords
in the encrypted database S

AEFGQUUIFVMIY:

https://security.googleblog.com/2019/02/protect-your-accounts-from-data.html



What about
Biometrics?
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Biometrics

* Fingerprint

* Iris scans or retina scans

* Face recognition

* Finger/hand geometry

* Voice or speech recognition
* The way you type

* (Many others)




Practical Challenges for Biometrics

* Immutable (can’t be changed)

* Potentially sensitive data

* High equipment costs

« Sensitive to changes in the environment
* Biometrics can change over time



Storing Biometrics: Templates

Biometric

Minutia Points

o O
o, Qg

P D .1
?

QPP

Ckm_gﬁ

0 o

-—ﬁ

"'ﬂ

Minutia Map

Data Stream

0101010001101000011010
0101110011001000000110
10010111001 10010000001
1011100110111101110100
0010000001100001011000
1101110100011101010110
0001011011000110110001
1110010010000001100110
0110100101101110011001
1101100101011100100111
0000011100100110100101
10111001 11010000100000
0110010001100001011101
0001100001001011000010

Administrator

Enter 1D, ,PW,, .FP;

Smart Mobile Device

FP,

W

Fuzzy Extractor

. R'=Rep (FP;,P) J
.

Authenticated

| ————————

server

Step 6

Send (IDyg||r,).

Up- Ty,

Generate 7,

Compute hy,,

Yag Va U,
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Face Unlock

Success
Touch ID is ready. Your print can be
used for unlocking your iPhone.

Continue

Touch ID

!

|

*Images fair use from androidcentral.com, creativebits.org, and businessinsider.com.



Smartphone Biometrics

* Purpose Is to reduce the number of times
a user must enter their password

 Falls back to the password
* Face recognition can be tricked by a photo

* Fingerprint recognition can be tricked by a
gummy mold

« Users find fingerprint unlock convenient,
but do not particularly like face unlock




Conclusions

* Authentication Is really hard!

— Hard for system administrators
— Hard for users

« Unfortunately, authentication is necessary



