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Good Intentions



One Laptop Per Child (OLPC)

 Project centered in the MIT Media Lab ~2005
« Funding came from companies like AMD, eBay, Google, Marvell, etc.

» Goal: Transform education around the world in part by distributing
electronic devices around the world




Failure of One Laptop Per Child (OLPC)

« US-centric worldview; expensive; focus on computers (to the
detriment of other concerns); minimal availability of software;
problems with maintainability; minimal training/infrastructure;
over-adherence to FOSS; negative environmental impacts; bugs
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Interfaces and
data diversity



Data validation

* Are we considering all possible formats of the data?
« Are we forcing one answer when more than one applies?

Ethics20 Project Preferences iQ Score: G2 | @ Published | Change Question Type

Text Type

v|Q1l Your name: e Single Line

Multi Line
@’ i Essay Text Box

Form

Password

Validation Options
Your UChicago email address (e.g., blase@uchicago.edu): w

Force Response

Request Response

Minimum Length
Maximum Length
How excited or not excited are you to do your class project in each area below? Character Range

Content Validation
Very excited to work on Somewhat excited to

3 2 . ; ’ Custom Validation
it Excited to work on it work on it Not excited




Data validation

* Are we properly surfacing data errors?




Interfaces forcing an identity

* Facebook required a binary gender upon initial registration

e
Sign Up
It’s free and always will be.
First name Last name
Mobile number or email
New password

Birthday

May :i 4 :I 1994 :l Why do | need to provide my
birthday?

Female Male

By cli_cking Sign Up, you agree to our Terms, Data Policy and
Cookies Policy. You may receive SMS Notifications from us

Image taken from: Catherine D’lgnazio and Lauren F. Klein, Data Feminism, The MIT Press, 2020



Facebook’s first attempt to do better

Gender | Custom &

Gender 3 Friends «

Ce

Cender Fluid
Cender Variant
Cenderqueer

|

Gender Nonconforming
Agender

Bigender

Cisgender

Cisgender Female
Cisgender Male
arested In LJ Women [ Men

Image taken from: Catherine D’lgnazio and Lauren F. Klein, Data Feminism, The MIT Press, 2020



Facebook’s improved attempt (free text)

{ )

Gender | Custom 3|

Gender &> Friends ¥

What pronoun do you use?

Neutral: "Wish them a happy birthday!" 4

Your pronoun is Public. Learn more.

Your pronoun is Public and can be seen by
anyone.

Save Changes

Image taken from: Catherine D’lgnazio and Lauren F. Klein, Data Feminism, The MIT Press, 2020
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Facebook’s current registration interface
Sign Up X

It's quick and easy.

‘ First name &> l Last name

Mobile number or email

New password

Birthday @
Mar v 30 v 2021 v
Gender @
Female O Male O] Custom O

By clicking Sign Up, you agree to our Terms, Data Policy and Cookies Policy. You
may receive SMS Notifications from us and can opt out any time.
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Facebook’s current registration interface

Sign Up X
It's quick and easy.
‘ First name & ’ Last name

Mobile number or email

New password
Birthday @

Mar v 30 v 2021 v
Gender @

Female O Male O Custom ®

Please select your pronoun. Select your pronoun v

Select your pronoun

She: "Wish her a happy birthday!"

He: "Wish him a happy birthday!"

They: "Wish them a happy birthday!"
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Facebook’s current registration interface
Sign Up X

It's quick and easy.

Birthday @
Mar v 30 v 2021 v
Gender @
Female O Male D) Custom O]
Select your pronoun [1 ]V

Your pronoun is visible to everyone.

By clicking Sign Up, you agree to our Terms, Data Policy and Cookies Policy. You
may receive SMS Notifications from us and can opt out any time
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Inferring identity

 Twitter guesses your gender if you don’t provide it
 From: https://reclaimthenet.org/twitter-assumes-gender-ads

<~  Gender

If you haven’t added a gender, this is the one most strongly associated with your
account based on your profile and activity. This information won’t be displayed
publicly.

Female

Male

Add your gender

Twitter’s reasoning for this is that it wants to find users’ “legitimate

interests” and characteristics — the interests that they really have; not

just the ones they say they have.

14


https://reclaimthenet.org/twitter-assumes-gender-ads

Who can access data In
an Interface?



Data access

 Slack: administrators can delete others’ public messages
 Slack: administrators cannot access direct messages

« Zoom: administrators can request people unmute / turn on video
« ZOoom: participants visible in meeting, but not in webcast

« Zoom: administrators can (retroactively) see participant times

« Unix OS: administrators can see everything



Stopping abuse



Anti-abuse

* Who chooses to block people?
* On many sites, users can block others
« Slack doesn’t let a user block another



Retrospective editing

« Can you change what you’ve said in a platform after the fact?
* |s there a marker? How do we balance accountability and privacy?



Retrospective editing

« Can you change what you’ve said in a platform after the fact?
* |s there a marker? How do we balance accountability and privacy?

| e
Test 1, a small edit.

Thisistest3
new post [-] [deleted] 2 points 1 year ago
[deleted) 1) Brazil: 5 World Cups and 8 Co

o Uke @ Comment A Share Remove this
" [
@ This message has been removed.
W2 Comments # Share 9 Germany: 4 WC, 3 Euros 3) Italy [

(a) Deleted Reddit posts (b) Skype shows deletion witha (c) Reddit posts can be anonymized, (d) Facebook post creators
are denoted “[deleted].”  trash can and edits with pencils. changing the poster to “[deleted].” can delete a post’s comments.

Edit History

&  Archive

My post disappeared! Where'd it go?

Threads expire and are pruned by 4chan's software at a
relatively high rate. Since most boards are limited to ten
pages, content is usually avallable for only a few hours or
days before it is removed. Most times, the post was
probably pruned automatically, however in some cases it

This is test 1

may have been removed by a moderator or janitor. We ask
that users refrain from reposting material that they believe
1o have been deleted by the moderators.

- ' e

Can | retrieve an old post/image?

This is test 2 No. Content that has expired is removed from our servers

(e) Facebook provides (f) Instagram users can (g) Snapchat allows dele- (h) 4chan deletes content automati-
a public edit history. archive posts. tion after a set time. cally if there are no new replies.

Figure 1: Example retrospective mechanisms and their associated markers as currently deployed on popular platforms.

Image taken from: Glince Su Yilmaz, Fiona Gasaway, Blase Ur, Mainack Mondal. Perceptions of Retrospective
Edits, Changes, and Deletion on Social Media. In Proc. ICWSM, 2021 20



What are your goals?
What are your
responsibilities?
(Business vs. user goals)



Accessibility



Cruclal considerations

« Cognitive impairments
* llliteracy
 Memory difficulties

* Visual impairments
« Sightedness
« Color-blindness

» Dexterity Impairments
* Hearing impairments



The importance of “alt” text

 <img src="dog.jpg" alt="picture of dog" />
* This Is what screen readers use!



The importance of video captions

Add your own subtitles & closed captions

Subtitles and closed captions open up your content to a larger audience, including deaf or hard of hearing viewers or those
who speak languages besides the one spoken in your video. If you already have captions or subtitles, get help editing or

removing existing captions.
1. Go to your Video Manager [£ by clicking your account in the top right > Creator Studio > Video Manager > Videos.

2. Next to the video you want to add captions or subtitles to, click the drop-down menu next to the Edit button.
3. Select Subtitles/CC.

4. Click the Add new subtitles or CC button.

5. Choose how you want to add or edit subtitles or closed captions to your video:

Create subtitles or closed captions v
Upload afile v
Transcribe and auto-sync (original video language only) v

Use automatic captioning v



The importance of fonts and text

* Websites / apps should still work when magnified to a large size

* Don’t use color to convey meaning
« Screen readers do not interpret it

 High-contrast color combinations
* Don’t include placeholders in form fields
* Make form fields easy to find



Subtitles

« Example from https://www.youtube.com/watch?v=T|Pp2TNgRgk

v.youtube.com/wat T 1t youtube.com

the cuckoo = the coo coo

(upbeat banjo music) e % J There's a cuckoo &
I

The Cuckoo - Les Blackwell & Spoon Lady The Cuckoo - Les Blackwell & Spoon Lady



https://www.youtube.com/watch?v=TjPp2TNqRgk

Subtitles

» Speech-to-text software can generate initial (imperfect) subtitles
« Example file formats:
* SRT (wide support) |, . —

00:00:28,840 --> 00:00:34,460 <

My father went home -«——
two hours ago

SCriptType: v4.ﬂo;
Cma

« SSA l

~
Playresx: 720

Timer : 100.0000
wrapstyle: 0
[vé+ Styles)

Format: Name, Fontname, Fontsize, PrimaryColour, SecondaryColour, OutlineColour, BackColour, Bold,
scalex, scaley, sgaciﬂg. angle, sorderstyle, outline, shadow, Alignment, marginL, Marginr, marginv]
style: Dino, Arial, 30, &H0024DA4C4, &Hf#rrrrrr&, &H0098D7 284, &HFFFF8080&, O, 0, 0, 0, 100, 100,
Style: Texte, arial, 50, &H00980728&, &HFFFFFFFF&, &H0024DMAC&, &HFfFFBOBO&, O, 0, O, 0, 100, 100,

[Events]
Format: Layer, Start, End, Style, Name, MarginL, sarg{nR, Marginv, Effecy, Text
pialogue: 0,0:00:00.00,0:00:15.00,Dino, , 0003, 0000, 000Q,

 {\pos(40,160)}{\d1+} m 36 51 1 42 54 1 48 4
78 54 b 81 51 78 45 78 42 b 93 51 102 51 108 48 b 96 48 93 30 87 36 b 7524 63 27 51 27 b 39 27 39

Images taken from: https://www.checksub.com/subtitle/subtitle-formats-which-ones-to-use/




Readability

« Standard metrics for the grade level of text
e https://en.wikipedia.org/wiki/Readability#Popular readability formulas
o https://www.online-utility.org/english/readability test and improve.|sp



https://en.wikipedia.org/wiki/Readability#Popular_readability_formulas
https://www.online-utility.org/english/readability_test_and_improve.jsp

Conducting accessibility studies

 Follow accessibility guidelines
* https://developer.gnome.org/accessibility-devel-quide/stable/gad-ui-quidelines.html.en

* Don’t forget to user test with diverse populations that
accurately reflect all users
* https://www.youtube.com/watch?v=t4DT3tQqgRM



https://developer.gnome.org/accessibility-devel-guide/stable/gad-ui-guidelines.html.en
https://www.youtube.com/watch?v=t4DT3tQqgRM

Internationalization



Translating privacy

For mobile apps without the Inline audience selector (such as Facebook for Blackberry),
the audience for things you post is:

e n Lo

Public Prieteni Personalizat

© < o

&8 Cum intrati in legdtura cu altii
Control how you connect with people you know. Schimbati setarile

'%) Timeline and Tagging

Control what happens when friends tag you or your content, or post on your Schimbati setarile
timeline.

93 Reclame, Aplicatii si Website-uri
Gestioneaza-ti setarile pentru reclame, aplicatii, jocuri si saituri. Schimbati setarile

(B Limiteaza audienta pentru postarile anterioare

Limit the audience for posts you shared with friends of friends or Public Administreaza vizibilitatea
postarilor din trecut

Q Persoane si aplicatii blocate



Translating privacy

KoHTpoavwum ceojy yobuuajeHy npuBaTHOCT

This setting will apply to status updates and photos you post b
doesn't have the inline audience selector, like Facebook for Bl

A 8

Public MpujaTesbu

O O
) > 2 Twitterit (Y 1 — MIZCEE N D) 7 &5 1-
—EZXXR 7747 b EZTUAMY —ERB2EKT,
TEHLTLVWENELET. ZhiFLEEEDHT
sHMAEl 2 ) v o ant-hl ¥ oFEHER A LHE

Cookies: Like many websites, we use "cookie" technolog
improve our Services, but we do not require cookies for n
looking at public user profiles or lists. A cookie is a small



Translating privacy

NSNIAAD

ANUTuaUAIVAY
nin

s iwiluaiu
UAAA

HTTPS vty

SIgaTHANU

o uassdaviansaziitlaniviaaulnn

J Mdanganuallindavasdutiuiitianviaaulm
winauniasumwwiaialaiaaidilamaauln Tusamanyas
fadantiiafiAuaun azlasuAnfaunausurudavasnn Anwn
INULEY

2 flasduninvasau

if selected, only those you approve will receive your Tweets. Your
future Tweets will not be available publicly. Tweets posted
previously may still be publicly visible in some places. Learn
more.

.J Tailor Twitter based on my recent website visits

Preview suggestions tailored for you (not currently available to all
users). Learn more about how this works and your additional
privacy controls.

»
) 1o HTTPS 1aua
linmsdausanvulaassadaillildnu

-J Require personal information to reset my password

By default, you can initiate a password reset by entering only your
@username. If you check this box, you will be prompted to enter
your email address or phone number if you forget your password.




Translating privacy

dsa gadll Sldlae)

oA | gLi.'aia._;.a,.AaL' ,.Sai
."-l-'I‘JiSj-:AIL'IP‘d’ELA.‘—" Gl g cjaainall eganll dasa Hadiily Sl deall 3 jsall o YIS d.’g‘_\fllgua}.m.lps&md&;l
Gl glae Jaas S Cliadad Gl 8 L o0 A1) pa B glaa A8 Lia pgaa ST o)) aldV) s sy 1 S Gl

el e el ;J 3 el 228 Jac 448 A el ALY

For mobile apps without the inline audience selector (such as Facebook for
Blackberry), the audience for things you post is:

daaia ¢ Baay) Aalad)
D) ) @

Jual g Liis &0
s ) (el e ol ) BAK WSS

Sildeyl Jasas



Translating privacy

YW Translation Center  Biog Forums Need help? - Blaze Cups
Home Twitter.com
AI I p h rases Untranslated Translated/Voted privacy Search

WIIL HIUL UE SHUwIE pubnuty. rtuu catil

change your privacy settings at an _
time,g il ¥ § ¥ English phrase:

3 transiations with 0 voles Twitter does not disclose personally identifying information to
third parties except in accordance with our Privacy Policy.

[»]

Twitter does not disclose personally
identifying information to third parties
except in accordance with our Privacy
Policy 2
' 2 + i Live
Translations Add translation More information

2 transiations with 1 votes

<a class="personalization-preview-

link” href=" A Twitter nem oszt meg személyes azonositashoz hasznalhato 0 votes
{{web_personalization_preview_path}} v informaciokat harmadik féllel, kivéve az Adatvédelmi iranyelveket a leirt v Translation live
= o - eseteket.

target="_blank">Preview</a>
suggestions tailored for you (not
currently available to all users). <a
class="personalization-support-link"
href="https://support.twitter.com/article
target="_blank">Learn more</a>
about how this works and your
additional privacy controls.

Posted by [] kkemenczy on July 08, 2012

informaciokat harmadik féllel, kivéve az Adatkezelési Nyilatkozatban

Vote A Twitter nem oszt meg személyes azonositashoz hasznalhaté 1 votes
4
leirt eseteket.

Posted by 3 mazvazzeg on November 02, 2011
1 translations with 0 votes




Translating privacy

rch for people, places and things

Learn about cookies and Facebook.

Link: learn about cookies

m Forditas

Tudj meag tébbet a sitikrdl és a Facebookrol.
kapd be a faszt te kis buzi

Tudj meg tébbet a sutikrdl és a Facebook-rol.
Tudj meg tébbet a cookiekrdl és a Facebookrol.

Tudj meg tobbet a facebookrol és a "cookiekrol"

Tovabbi 3... ¥

Search
Search translations Q
@ Translation ¢ English

Your Progress

0 0

translations votes




Representing
Written Language



Representing Text: ASCII (7 bits)
ASCII TABLE

Decimal Hex Char Decimal Hex Char [Decimal Hex Char |Decimal Hex Char
0 0 [NULL] 32 20 [SPACE] | 64 40 @ 96 60 :
1 1 [START OF HEADING] 33 21 ! 65 41 A 97 61 a
2 2 [START OF TEXT] 34 22 " 66 42 B 98 62 b
3 3 [END OF TEXT] 35 23 # 67 43 C 99 63 C
4 4 [END OF TRANSMISSION] | 36 24 $ 68 44 D 100 64 d
5 5 [ENQUIRY] 37 25 % 69 45 E 101 65 e
6 6 [ACKNOWLEDGE] 38 26 & 70 46 F 102 66 f
7 7 [BELL] 39 27 : 71 47 G 103 67 g
8 8 [BACKSPACE] 40 28 ( 72 48 H 104 68 h
9 9 [HORIZONTAL TAB] 41 29 ) 73 49 I 105 69 i
10 A [LINE FEED] 42 2A * 74 44 | 106 6A j
11 B [VERTICAL TAB] 43 2B + 75 4B K 107 6B k
12 C [FORM FEED] a4 2C , 76 4ac L 108 6C I
13 D [CARRIAGE RETURN] 45 2D . 77 4D M 109 60 m
14 E [SHIFT OUT] 46 2E . 78 4E N 110 6E n
15 F [SHIFT IN] 47 2F / 79 4aF 0 111 6F o
16 10 [DATA LINK ESCAPE] 48 30 ) 80 50 P 112 70 p
17 11 [DEVICE CONTROL 1] 49 31 1 81 51 Q 113 71 q
18 12 [DEVICE CONTROL 2] 50 32 2 82 52 R 114 72 r
19 13 [DEVICE CONTROL 3] 51 33 3 83 53 s 115 73 s
20 14 [DEVICE CONTROL 4] 52 34 a 84 54 T 116 74 t
21 15 [NEGATIVE ACKNOWLEDGE] | 53 35 5 85 55 U 117 75 u
22 16 [SYNCHRONOUS IDLE] 54 36 6 86 56 v 118 76 v
23 17 [ENG OF TRANS. BLOCK] 55 37 7 87 57 w 119 77 w
24 18 [CANCEL] 56 38 8 88 58 X 120 78 X
25 19 [END OF MEDIUM] 57 39 9 89 59 Y 121 79 Vi
26 1A [SUBSTITUTE] 58 3A : 90 SA z 122 7A -
27 1B [ESCAPE] 59 3B ; 91 5B [ 123 7B {
28 1C  [FILE SEPARATOR] 60 3C < 92 5C \ 124 7C |
29 1D  [GROUP SEPARATOR] 61 3D = 93 5D 1 125 7D }
30 1E [RECORD SEPARATOR] 62 3E > 94 5E ~ 126 7E ~
31 1F [UNIT SEPARATOR] 63 3F ? 95 5F ~ 127 7F [DEL]
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Unicode

* Variable-width character encoding
 https://en.wikipedia.org/wiki/UTF-8



https://en.wikipedia.org/wiki/UTF-8

Avallability



Avallability

* Are you assuming a technology that people don’t have?
« COVID-19 contact tracing

« Are we assuming constant internet connectivity?
« Are we assuming anything other than periodic connectivity?

« Are we assuming a high-bandwidth connection?
« Are we designing for low-bandwidth situations?
* Does our system adapt to these low-bandwidth situations?

« Are we assuming constant access to electricity?



Mobile Money

You will receive an
SMS confirming your
registration

Visit any authorised
M-PESA agent and
getregistered

—

l

Send and receive money

Receive cash through Western Union

Now you can
Pay all your bills

1S |

Purchase airtime

44



Mobile Money

wmes ROMMONICATIONS LT NYANGO Raworv.nem@ -
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Legacy Systems



Legacy systems and legacy code

* A shocking amount of code written in languages like Fortran

and

COBOL is still in use!

* A shocking number of mainframe systems are still in use

 How do we deploy modern protections and modern
performance enhancements to these systems?
« For example, what if we want to roll out two-factor authentication?



