
Lecture 14:
Wasted Work

Identity;
Proofs of Work;

Environmental Impacts

CMSC 25910

Spring 2022

The University of Chicago
1



Gamification of
Privacy Policies:

A Potential Waste?



Twitter Data Dash

• Twitter released (yesterday) an online game to discuss some of 
its privacy concepts to users

• https://twitterdatadash.com/

3https://gizmodo.com/twitter-privacy-policy-video-game-data-dash-1848912387

https://twitterdatadash.com/


Twitter Data Dash

• Twitter released (yesterday) an online game to discuss some of 
its privacy concepts to users

• https://twitterdatadash.com/

4https://gizmodo.com/twitter-privacy-policy-video-game-data-dash-1848912387

https://twitterdatadash.com/


Proving You Are Human



CAPTCHA

• Completely Automated Public Turing test to tell Computers and 
Humans Apart (Luis von Ahn et al.)
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reCAPTCHA

• Book digitization
• NY Times, Google Books 

• “One of the wavy words quite likely came from a digitized image 
from an old, musty text…the scanning programs made a lot of 
mistakes.”

7https://www.nytimes.com/2011/03/29/science/29recaptcha.html and https://freakspot.net/en/como-explota-Google-con-CAPTCHAs/



reCAPTCHA

• “ReCaptcha flags as “suspicious” any word that is deciphered 
differently by the two programs or that does not appear in an 
English dictionary… Then each suspicious word is turned into a 
Captcha. It is crucial to understand that the Captcha is a 
distorted version of the word as printed in the original 
photographic image. It is not made from the O.C.R.’s imagined 
translation, which is often unintelligible. The unknown word is 
then paired with a second Captcha word whose correct 
translation is already known. This is the “control.”

8https://www.nytimes.com/2011/03/29/science/29recaptcha.html



reCAPTCHA

• Google Maps (and presumably self-driving cars):

• “Checking a box”

• Are CAPTCHAs accessible?

9
Images taken from https://freakspot.net/en/como-explota-Google-con-CAPTCHAs/
See also https://www.npr.org/sections/money/2019/04/24/716854013/episode-908-i-am-not-a-robot



Duolingo

• Original (and perhaps future?) idea: use power of humans 
learning a language to create translations

10

https://www.npr.org/2020/05/22/860884062/recaptcha-and-duolingo-luis-von-ahn
https://digital.hbs.edu/platform-digit/submission/duolingo-using-the-wisdom-of-crowds-to-translate-language/
See also https://www.npr.org/sections/money/2019/04/24/716854013/episode-908-i-am-not-a-robot



Identity: Preventing 
Multiple Accounts from 

One Person



Identity (in systems)
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Sybil Attacks

• One individual creates many 
pseudonymous identities

• For instance, one individual creates many 
accounts

• Namesake: Sybil (pseudonym of a person 
who had a dissociative identity disorder)

• Also called: sock puppets (false identities)

• Why is this a problem for computer 
systems?
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Tie Accounts to Real Identities

• IP address

• Mailing address

• National identity card

• Telephone number
• What precise protocol?
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Vulnerabilities of SMS Codes
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https://www.youtube.com/watch?v=AWemFbRf95g
https://www.ftc.gov/news-events/blogs/techftc/2016/06/your-mobile-phone-account-could-be-hijacked-identity-thief



Rely on Real-world Trust Relationships
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Cybersecurity Law of the People’s Republic 
of China (Effective June 1, 2017) 

17https://www.newamerica.org/cybersecurity-initiative/digichina/blog/translation-cybersecurity-law-peoples-republic-china/



National ID Cards

18https://www.thalesgroup.com/en/markets/digital-identity-and-security/government/identity/2016-national-id-card-trends

• Some national ID cards include a microprocessor
• Online authentication becomes possible



Authentication with Asymmetric Crypto
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Proof of Work



Prerequisite: Hashing
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• One-way function

• Similar inputs result in very different outputs

• md5(“blase”) = 12B872ADB2588C668D706D847FC1DA7E

• md5(“blasé”) = 29AFE9B75D98D3C4ECFCB34FDFC422A2



• Example (problematic) system: You upload some data to a 
computer system and it trains a neural network with that data

• Example (problematic) system: You upload the product of two 
large prime numbers to a system and it factorizes it

• What’s the problem?

Need for Proofs of Work

22



• Example (problematic) system: You upload some data to a 
computer system and it trains a neural network with that data

• Example (problematic) system: You upload the product of two 
large prime numbers to a system and it factorizes it

• What’s the problem? Denial of Service (DoS) attacks

Need for Proofs of Work
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• Example (problematic) system: Everyone can vote on who wins 
the CS 25910 Memelord award

• What’s the problem?

Need for Proofs of Work
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• Example (problematic) system: Everyone can vote on who wins 
the CS 25910 Memelord award

• What’s the problem? Does one person = one vote?

Need for Proofs of Work
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• Blocks of transactions are linked together into a chain

• Hashes connect the blocks

• Emergent consensus: The hash chain representing the most 
cumulative work is considered valid

• Blocks (in Bitcoin) are mined every 10 minutes

Blockchain

26
Text and images taken from https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf  and 
https://www.oreilly.com/library/view/mastering-bitcoin/9781491902639/ch08.html



Blockchain

27
Image taken from https://coincentral.com/what-is-a-nonce-proof-of-work



• Transactions include transfers of the cryptocurrency

• Sign transactions with a secret (private) key

• Broadcast transactions throughout the network

• Transactions are assembled into the ledger

Blockchain as Used in Bitcoin

28
Text and images taken from https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf  and 
https://www.oreilly.com/library/view/mastering-bitcoin/9781491902639/ch08.html



• Conceptual (but impractical) idea: ledger of accounts

Blockchain as a Distributed Ledger
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Text and images taken from https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf  and 
https://www.oreilly.com/library/view/mastering-bitcoin/9781491902639/ch08.html



• More practical (and what is actually done): ledger of transaction; 
future transactions connected to a previous one

Blockchain as a Distributed Ledger
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Text and images taken from https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf  and 
https://www.oreilly.com/library/view/mastering-bitcoin/9781491902639/ch08.html



Distributed Consensus in Bitcoin

31
Text and images taken from https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf  and 
https://www.oreilly.com/library/view/mastering-bitcoin/9781491902639/ch08.html

Simplification!



• We are going to be hashing blocks, which include:
• A pointer to the previous block and a hash of its contents (prev_hash)

• The transactions captured in this block of the ledger (tx…)

• A nonce, which you’ll guess (over and over and over)

• Try to find a nonce that solves the following:

• Note that you include a transaction paying yourself, so your 
block (and thus the relevant nonce) is specific to you

Distributed Consensus in Bitcoin
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Text and images taken from https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf  and 
https://www.oreilly.com/library/view/mastering-bitcoin/9781491902639/ch08.html and 
https://www.vox.com/2015/11/3/18053556/how-does-the-bitcoin-network-process-transactions



Iterating on a Nonce
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Text and images taken from https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf  and 
https://www.oreilly.com/library/view/mastering-bitcoin/9781491902639/ch08.html



• Validate blocks (e.g., no invalid transactions)

• Select the chain with the most proof of work

Clarifications About the Overall Process
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Text and images taken from https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf  and 
https://www.oreilly.com/library/view/mastering-bitcoin/9781491902639/ch08.html



Proof of Stake



Proof of Stake (PoS)
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• An alternative approach to proof of work
• See, e.g., https://ethereum.org/en/developers/docs/consensus-

mechanisms/pos/

• Prospective validator offers some of their own coins in the 
system to be permitted to validate a block

• e.g., Ethereum requires that 32 ETH be staked

• Multiple validators have to agree on the block for it to be accepted

• Lose your staked coins if you attest to a malicious block

• Fear: what if some entity controls 51% of the cryptocurrency

• Typically selected randomly from among staked users

https://ethereum.org/en/developers/docs/consensus-mechanisms/pos/


Environmental Impacts



Electronic Waste
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https://www.bloomberg.com/news/articles/2019-05-29/the-rich-world-s-electronic-waste-dumped-in-ghana
https://www.smithsonianmag.com/science-nature/burning-truth-behind-e-waste-dump-africa-180957597/
https://www.cnn.com/2021/02/26/africa/marketplace-africa-ewaste-electronics-recycle-rwanda-spc-intl/index.html



Diurnal Patterns of Energy Usage

39https://cacm.acm.org/magazines/2021/2/250064-driving-the-cloud-to-true-zero-carbon/fulltext


