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Tracking 

Website Visits



First-Party Tracking (The Website You Are Visiting)



First-Party Tracking (The Website You Are Visiting)



Third-Party Tracking (Not The Website You Are Visiting)



Third-Party Tracking (Not The Website You Are Visiting)



Ad Targeting

● Goal: Target advertisements to particular users

○ Based on interests, demographics, past interactions (online/offline)
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You might like 

dogs!

Data-Driven Inferences



Targeted Advertising



Dog beds and 

other pet 

supplies

PetStuffSite

petstuffsite.com

Targeted Advertising

http://petstuffsite.com/
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Mechanics of Tracking 

(Cookie Version)



HTTP Basics

Image taken from https://www.keycdn.com/support/custom-http-headers



HTTP Headers (uchicago.edu)



HTTP Headers (uchicago.edu): Request
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Detail: HTTP Cookies

Image taken from https://networkencyclopedia.com/http-cookie/



HTTP Headers (uchicago.edu): Response



HTTP Headers (uchicago.edu): Response



HTTP Headers (uchicago.edu → youtube.com)
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HTTP Headers (uchicago.edu → youtube.com)



Cookie Syncing

From Papadopoulos et al. “Cookie Synchronization: Everything You Always Wanted to Know But Were Afraid to Ask,” 

in Proc. WWW, 2019.



Mechanics of Tracking 

(Fingerprinting Version)



Browser Fingerprinting

● Use features of the browser that are relatively unique to your machine

○ Fonts

○ GPU model anti-aliasing (Canvas fingerprinting)

○ User-agent string

○ (Often not) IP address (Why not?)



See Fingerprinting Happening



The Ecosystem 

Underlying Targeted Ads



Ad Bidding Marketplaces

Image taken from https://vimeo.com/219820643



Anti-Tracking 

Mechanisms



Firefox Browser (New-ish) Default Settings



Firefox Browser Strict Settings



Do not track

● W3C standard

● User checks a box

● Browser sends a “do not track” 

header to website

● Website stops “tracking”

● W3C working group tried to define 

what “stopping tracking” meant



Tools to stop tracking, effective?

● Browser privacy settings

○ Cookie blocking

○ P3P

○ Tracking Protection Lists

○ Do Not Track

● Browser add-ons

● Opt-out cookies

● Digital Advertising Alliance (DAA) AdChoices icon and associated 

opt-out pages



Transparency 

Mechanisms



Transparency Dashboards

● Summaries of inferred preferences and demographics



Ghostery



Existing Privacy Tools



Existing Privacy Tools



Visualization: Connection Graphs



(Our Group’s) Tracking Transparency
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(Our Group’s) Tracking Transparency



(Our Group’s) Tracking Transparency



(Our Group’s) Tracking Transparency



Mozilla Firefox Protections Dashboard



The Politics of Transparency

https://adobservatory.org/
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The Politics of Transparency

https://www.wsj.com/articles/facebook-cuts-off-access-for-nyu-research-into-political-ad-targeting-11628052204



Examining Two 

Technical Alternatives for 

Targeting



Mozilla Pocket: Customization With Only Local Tracking



Mozilla Pocket: Customization With Only Local Tracking

Image taken from https://blog.mozilla.org/en/products/firefox/pocket-in-firefox/



Mozilla Pocket: Customization With Only Local Tracking

Image taken from https://getpocket.com/en/firefox/new_tab_learn_more/



Mozilla Pocket: Customization With Only Local Tracking

Image taken from https://help.getpocket.com/article/1142-firefox-new-tab-recommendations-faq#personalized



Google FLoC (Google’s Perspective)

Image taken from https://blog.google/products/ads-commerce/2021-01-privacy-sandbox/



Google FLoC (EFF’s Perspective)

Image taken from https://www.eff.org/deeplinks/2021/03/googles-floc-terrible-idea



Google FLoC

● Federated Learning of Cohorts

● Clusters users based on their browsing activity and assigns a cohort ID

○ Uses SimHash for clustering

○ Clusters intended to contain 1,000s of users

● Criticisms include fingerprintability, ability to tie cohort to PII, and collapse of 

different browsing contexts

● (Abandoned in early 2022)



Google FLoC: Architecture

Image taken from https://arstechnica.com/gadgets/2021/04/everybody-hates-floc-googles-tracking-plan-for-

chrome-ads/



Google FLoC: Architecture

Image taken from https://www.privacyaffairs.com/google-floc/



Google FLoC (Brave Browser’s Perspective)

Image taken from https://brave.com/why-brave-disables-floc/



Google Topics API

Image taken from https://www.theverge.com/2022/1/25/22900567/google-floc-abandon-topics-api-cookies-tracking
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Google Topics API

Image taken from https://www.theverge.com/2022/1/25/22900567/google-floc-abandon-topics-api-cookies-tracking



The Impact of 

Companies’ Decisions



iOS App Tracking Transparency

Image taken from https://www.theverge.com/2021/4/27/22405474/apple-app-tracking-transparency-ios-14-5-privacy-

update-facebook-data



Android Tracking

Image taken from https://www.theverge.com/2022/4/28/23046608/android-advertising-privacy-sandbox-google-preview


