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Targeted Advertising:

Using detailed information about users’ demographics, preferences,
opinions, and activity to target ads
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expectation:

P Blase Ur

gender: M

location: Chicago, IL
interests: bicycles,
succulents, punk rock




Reality: organic ketchup buyer + 15 other criteria

Heinz Ketchup &

EIN
Weive @HeinzKetchup_US

This is it, the last week of #HeinzFantasySandwich! This

week, you're Team Grilled Cheese. You can only draft
FOUR players. Who's on your team? #FantasyFootball

#FantasyDraft
1 2 3

WEINZ

=

WHAT'S ON YOUR
#HEINZ FANTASY SANDWICH? | 4 5 6

WEEK 4: TEAM St
GRILLED CHEESE ol

5:30 AM - Sep 26, 2018 - Twitter for Advertisers

targetingType: Tailored
audiences (lists)

targetingValue:
NCS PD 04358 Kraft Organic

and natural ketchup
buyers 1 263622260

targetingType: Keywords
targetingValue: #parenting



What ad targeting mechanisms are currently used to
target Twitter users?




Requesting Data From Twitter

Settings € Your Twitter data

@_weimf Account Y
Account > Account history >
Privacy and safety > Apps, devices & information >
Motifications > Account activity >
Content preferences > Interests and ads data >
General Download an archive of your data

Display y You can request a ZIP file with the infermaticn that we believe is most relevant and useful to

you. You'll get an email sent to mirandaaa.wel@gmail.com when it's ready to be downloadad.
Your download will include a file called *Your archive” that will allow you to see your data in a
Data usage ? desktop web browser. Learn more

Accessibily Y et orchive ]

About Twitter > .



Contents of ad-Impressions.|s

[ £
"ad" : {
"adsUserData" : {
"adImpressions” : {
"impressions” : [ {
"deviceInfo” : {

"osType" : "Ios",
"deviceld" : “######EHEEEEE”,
"deviceType" : "iPhone X”

}

"displayLocation" : "SearchTweets",

"promotedTweetInfo” : {

“tweetId" : T#FEFFEEFEERERFHEREE"

"tweetText" : "RT @SpotifyBrands: Young people’s digital lives are subtly shifting
culture. Discover more with our global trends report.”,

urls™ = .1,

"mediaUrls™ : [ ]

},

"advertiserInfo" : {
"advertiserName" : "Spotify",
"screenName” : "@Spotify"

},

"matchedTargetingCriteria”™ : [ {
"targetingType"” : "Events",
"targetingValue” : “Back to School 2019”

}, {

"targetingType"” : "Age",
"targetingValue” : "18 to 49"

¥ 3
"targetingType"” : "Locations",
"targetingValue” : "United States”

. q
"targetingType"” : "Platforms",

"targetingValue" : "iOS"



Study Protocol

request upload ad- take customized
Twitter data related data survey




Ethics and Participant Privacy

* Approved by IRB

o " Did not collect any personally identifiable information

* Only 3 advertising-related files from their Twitter archives

* Replace any potential identifiers in targeting data with #, *, MM, DD, YYYY as
appropriate
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231 Participants and Their Ads

per participant across all participants
°* mean 6.6 years on Twitter * observed 240,651 ads with at
least one targeting type
°* mean 1,046.6 ads in last 3 - e.g., location targeting
months

* 45,209 unique instances
- e.g., Boston



Targeting Types

demographic:
characteristics about
user and their device(s)

* provided by user or
Inferred by Twitter

targeting type uses
language 350,121
platform 32,351
location 31,984
new device 236

12
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Targeting Types

psychographic:
user lifestyles,

behaviors or attitudes

* provided by user or
Inferred by Twitter

targeting type uses
follower lookalikes 590,502
conversation 128,005
behavior 35,008
interest 25,284




Targeting Types

advertiser:
user information
collected offline

* provided by advertiser

targeting type uses
tailored (list) 113,952
mobile 21,631

tailored (web) 18,016
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Some Lesser-discussed Targeting Types

* follower lookalikes: target people who don’t necessarily follow a given account, but have
similar interests or demographics to the account’s actual followers

* used 242,709 times, e.g., @netflix

* behavior targeting: specific behaviors on Twitter; inferred behavior, such as shopping and
lifestyle habits or income

* used 35,088 times, e.qg., US - Household income: $30,000-$39,000

* tailored audience (Iist%: reach specific people b}; uploading lists containing PIl (email
addresses, phone numbers, or Twitter handles) that are matched to Twitter users’ accounts

* used 113,952 times, e.g., Lifetime Suppression [Installs] (Device ID)

° conversation topic targeting: allows advertisers to target_ people based on topics they have
engaged with (e.g., Tweeted, clicked, Retweeted, replied, liked, viewed) on Twitter

* used 128,005 times, e.g., Food
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Targeting Types

(https://business.twitter.com/en/targeting.html and pages linked from it).

Age targeting allows advertisers to target people by age buckets, such as 18+ years old or 18-24 years old.

Behavior targeting allows advertisers to target people based on inferred behavior, such as shopping and lifestyle habits or
income.

Conversation topic targeting allows advertisers to target people based on topics they have engaged with (e.g., Tweeted,
clicked, Retweeted, replied, liked, viewed) on Twitter.

Event targeting allows advertisers to target people based on events they are interested in or have engaged with (e.g.,
Tweeted, clicked, Retweeted, replied, liked, viewed) on Twitter.

Follower lookalike targeting allows advertisers to target people who don’t necessarily follow a given account, but have
similar interests or demographics to the account’s actual followers.

e Gender targeting allows advertisers to target people based on their self-reported or inferred gender.

Interest targeting allows advertisers to target people based on inferred interests, as determined by who they follow on
Twitter and their Tweets, Retweets, and clicks.

Keyword targeting allows advertisers to target people based on words or phrases they have Tweeted about or searched for
on Twitter.

Language targeting allows advertisers to target people who use a certain language on Twitter.

Location targeting allows advertisers to target people based on region, city, metro or zip code.

Mobile audience targeting allows advertisers to target people who use their mobile app.

Movie and TV show targeting allows advertisers to target people based on movies and TV shows they have watched or
are likely to watch.

e Platform targeting allows advertisers to target people who use a certain platform, such as 10S or Desktop, to access Twitter.
e Retargeting campaign engager targeting allows advertisers to target people based on prior engagement with (e.g.,

Tweeting, clicking, Retweeting, replying, liking, or viewing) their company.

Tailored audience (list) targeting allows advertisers to reach specific people on Twitter by uploading lists, which contain
personal information (email addresses, phone numbers, or Twitter handles) that are matched to Twitter users’ accounts.
Tailored audience (web) targeting allows advertisers to target people who have visited their website.



Potential Violations of Twitter’s Policies?

prohibited to target by race, religion, sex life, health, politics, and financial status

yet...

FE 1] tE 1]

* keyword: “unemployment,” “Gay,” “#AfricanAmerican,” “latinas”

* conversation: “Liberal Democrats (UK)”

* tailored list: “YYYY account status: balance due,” “Christian Audience to
Exclude,” “LGBT Suppression List”



Opinions of Targeting Types

vary by specificity and accuracy

tend to approve accuracy significantly
abstract , but object correlated with fairness
to speC| mstances and comfort

e.g., event targeting ... to a certain point



Participants’ Understanding of Targeting Types
gender ‘

age :
keyword
language |
retargeting | m correct
event : partially...

tailored (web)
behavior

0 025 05 0.75 1



Current Ad Explanations

Why am | seeing this ad?

One reason you may be seeing this ad is that Postmates wants to reach people interested in Health news and general info. There may be other
reasons you’re seeing this ad, including that Postmates wants to reach people above the age of 18 and located here: Phoenix AZ, US.

You can view and manage information connected to your account that Twitter may use for ads purposes. See your Twitter data.

Twitter also personalizes ads using information received from partners as well as app and website visits. You can control these interest-based ads
using the "Personalize ads" setting.

Why am | seeing this ad?

You're seeing this ad because you're on a list Postmates wants to reach on Twitter. When the list was uploaded, Twitter did not learn any new
identifying information about you.

Your Data

Postmates
Learn more about Postmates

® March 17, 2019
Postmates uploaded a hashed list. Twitter matched your information with information on that list.

® April 17,2019
You saw this ad from Postmates

There may be other reasons you're seeing this ad, including that Postmates wants to reach people who are ages 18 and up, are located in Phoenix
AZ, US, and are Female. This information is based on your Twitter profile and where you've connected to the internet.



Speculative Ad Explanations

detailled text

detailed visual

Why am | seeing this ad?

You may be seeing this ad because Postmates wants to reach people similar to people who follow @chrishemsworth; and @BarackObama.

You may also be seeing this ad because Postmates has added your Twitter username or email to a list of people who they want to reach. You may
have been added if you visited their webpage, used their mobile app, or signed up for their mailing list.

You may also be seeing this ad because Postmates wants to reach people on the following audience lists: Suppression (Installs All Time) (email);
Suppression (Installs All Time) (Device Id); and Email Suppression List (May 2018)

You may also be seeing this ad because Postmates wants to reach people interested in Health news and general info. Your interest profile is based
on your tweets and retweets, pages and people you follow, websites you visit, and more.

You may also be seeing this ad because Postmates wants to reach people in the following demographics: ages 18 and up; Phoenix AZ, US; and
Female.

You can view or manage account information used for ad purposes. Go to the "Personalize ads" setting to control internet-based ads.

Why am | seeing this ad?

Some of the targeting types used to target this ad to you were:

Tailored audiences: Postmates can add your name, your Twitter username, or your email to a list of people they want to reach.

— Suppression (Installs All Time) (email) | Suppression (Installs All Time) (Device Id) | Email Suppression List (May 2018)

.oioo Follower Look-alikes: Postmates can target people who are similar to people who follow a person or page on Twitter.

@chrishemsworth | @BarackObama

o T Interests: Postmates can target people based on inferred interests.
- @ ¥ Postmates did not target you using inferred interests.

@ Demographics: Postmates can target based on demographics or inferred demographics.

Ages 18 and up j§§ Phoenix AZ, US



Speculative Ad Explanations

Why am | seeing this ad?

You saw this ad on April 17, 2019 at 11:05 AM on the Twitter app from a(n) Android device, IP address ###.####.# (Phoenix AZ, US).
You are seeing this ad because Postmates used your information, such as your email address or phone number, to find you on Twitter.
You are also seeing this ad because Postmates has made the following determinations about you:

¢ Your information on Twitter was matched with external lists called Suppression (Installs All Time) (email), Suppression (Installs All Time) (Device Id), and
Email Suppression List (May 2018)
C r e e p y ¢ You have a lot in common with people who follow @chrishemsworth, and @BarackObama
¢ You are interested in Health news and general info.
¢ You are participating in the conversation about Fitness on Twitter.
¢ You are ages 18 and up, and are Female.
¢ You are located in or around Phoenix AZ, US.

These inferences are based on your Twitter profile and online activities, such as your tweets and retweets, people and pages you follow, and websites you visit, as
well as data that third parties have provided about you.

You can view or manage account information used for ad purposes. Go to the "Personalize ads" setting to control internet-based ads.



Speculative Ad Explanations

Why am | seeing this ad?

C O N t I O I One reason you may be seeing this ad is that Postmates paid for an ad on this site.

You can view or manage account information used for ad purposes. Go to the "Personalize ads" setting to control internet-based ads.



Ad Explanation Results

Useful Understand How Targeted Concerned About Privacy Increased Trust Want Similar
Twitter - i HE B H B i | _ =
Facebook - i H B = i | HE B m
Detailed Visual- I i1 BN ] i N i B i
Detailed Text- [l 1 B = 1 1 H BN il
Creepy - [ | HE — 1 1 B . I
Control - | EEE b T e OaE I s W S
0% 25% 50% 75% 100% 0% 25% 50% 75% 100% 0% 25% 50% 75% 100% 0% 25% 50% 75% 100% 0% 25% 50% 75% 100%
g;rr%r;gly Agree Neither Disagree - ggg;?elé

Figure 5: Participants’ level of agreement to questions about ad explanations.



Clarifications from Twitter

1st request 2nd request
25

Jun 26 ul 9 Audg 9
JUI 7 30days

1st reply: 2nd reply: 3rd reply:
unhelpful extension satisfactory

99 days




26

Key Takeaways

Transparency is key, especially data access

Some of the most concerning targeting types are understudied
- e.g., tallored audiences, follower lookalikes

How to enforce targeting policies if skirting scrutiny is trivial?

Ad explanations should be more detailed



Urban Survelllance



Survelllance of Street Corners

CCTV in
operation

Images are being recorded and
§ monitored for your safety and
to prevent crime.

We will use CCTV images to

aid successful prosecution.

am

This CCTV system is operated
by Thameslink

You can contact Thameslink at:
Thameslink Customer Relations
‘ PO Box 10240
ASHBY-DE-LA-ZOUCH

LE65 9EB

To report a crime to the British Transport Police, call
freephone 0800 40 50 40




Survelllance of (My Former) Street Corner




urvelllance (?) of Street Corners

A
onne

| Arg
Y

L 8§
) Argonne Server
Light & Infrared
Sensors

NATIONAL LABORATORY

Environmental
Sensors

Air Quality
Sensors

Air temperature, Humidity, Nitrogen Dioxide, Ozone, ghtintensityaintrared
Barometric Pressure, Carbon Monoxide, Hydrogen 605 CO'VER,
Vibration, Sound Intensity, Sulfide, Sulfer Dioxide T TEMPERAT'URE)
Magnetometer ’

camera, vehicle and u -
pedestrian traffic.

Images processed
- in-situ and discarded.
. l W l ]
Linux Node Node Power
Controllers Manager -

Image Processing Computer Node health monitoring .
& System Health Manager and resilience functions »
and Control/Communications

Compute .
RHiSH Plenario, Open Data Portals,

Dashboards, and Apps

ARRAY - THINGS

V_ égii%?ﬁ&‘fw
ersDATA
Image from https://arrayofthings.github.io/



Survelllance (?) of Street Corners

Computers Reliability/Management

-

Communications Data e
Processing

)

-\R/a le Array of Things uses Argonne’s Waggle sensor platform (http:/fwaB.gl)

Image from https://arrayofthings.github.io/

Camera (still
images
processed then
discarded)

ooooooooooo



Survelllance of a
Population



Tracking Chicago Juveniles

GHIGAGO IS TRAGKING KIDS
WITH GPS MONITORS THAT
GAN GALL AND REGORD THEM
WITHOUT GONSENT

Cook County has a new contract for juvenile ankle
monitors that critics say are an invasion of privacy.

This story was co-published with Citylab.

On March 29, court officials in Chicago strapped an ankle monitor onto
Shawn, a 15-year-old awaiting trial on charges of armed robbery. They
explained that the device would need to be charged for two hours a day and

that it would track his movements using GPS technology. He was told he
woltilld have tn he givaen nermissinn ta leave his holise aven tn gn to schonl



Side Note: How GPS Works




Social Credit System in China

« “China’s Social Credit System (SCS, #t£{E /4% or shehu
Xinyong tixi) is expected to become the first digitally-
Implemented nationwide scoring system with the purpose to
rate the behavior of citizens, companies, and other entities...
“good” behavior can result in material rewards and reputational
gain while “bad” behavior can lead to exclusion from material
resources and reputational loss.”

« Redlist = “information on “good” behavior”
« Blacklist = “information on “bad” behavior”




Social Credit System in China

The Social Credit System integrates various types of data into its public files* o
Not all data is related to blacklists or red lists

The Social Credit File

Other file Irregular- @ Key enforcement
information ities information

Basic information

Unified Name of Adminis- Admin-

credit legal repre- Founding rative per-j@ istrative
: date : y
code sentative mits penalties

Irregulari-

o Red lists @ Blacklists
ties list

*Note: This is the file represented in the national Credit China and Corporate Credit Information databases. While these are the model
for national implementation, different formats exist and are shattered across different administrative levels. A significant portion

(in some cases over eighty percent) of this data remains confined to these local portals.

Source: Credit China

© MERICS

Image from https://merics.org/en/report/chinas-social-credit-system-2021-fragmentation-towards-integration



Social Credit System in China

mERER 3"

U RS HEBRA

E 220 =[N
nEEsSE 1101042000202+~ 4x
Tfam ST

TAKH

2RBEH  f— Eurzoos)12% mr Az @R <0 I
LTAEAE 2006/11/27

TS PISTE THRA(5F)
LUHRAW (1HEANK, 21

A)

Ra=D
Smax PEERS
LT REHid

EEERTFT2006]|128MERAREBHEA ‘FD 2, 1048EME, EFPRATRAFRAE (LUTHHEINRRE) &
EARA. RFEAFELE (UFARRKERRN) XEARA, GRERTRUENNEAS 1920572075, 2
%, 19495 M4, PHEELREENRIELE, WENRSH, ¢ 8 LRHHRELEFRE106735218045. W
B 2. 10a2irits, REREES, ELERTREZMOIRAEIB2QT207%. REN (PEARRNIES R (UF
Wi GESZ) ) WAXNE FLHEXRECRTENBUBSANBRESZRENTNEG T IENE. R, HRE
PYUBASNTREDHRABKOEE, BERAKRSEAREEENGN, DEAR. FREE, SHY. 52000548
HRBBAE ‘_ 088, RERBEEEHECLARUSF QA RELT, “SHSE, “FRER, NRAR. HEC S EAE
. =l 2 il 2l 2l il saess, THIARRKF2Y, REES. LIBR, 4E
REPFPAE, SLOMKN. ROURTE WARHSERERER. ENAK. X9, EHNLE, RERENLBGRE
R7E (E55) BEHRKEETSERS, FREANIASXFIRS, XRESORE WRTR (E3E) B-Frt
RHLBEAENE, EAUTALXQUEF LTS NTH, RELYPABETHNBL, £X ADSURLENE, &
£ (EHSHRANTAE) moswtmsExae serevese 2l REE WIS HHERAY, akew
HGARZABRSFAFBOELTLADSRWRARONEES LS, —ooiF+—A=+E8

Figure 3: An entry from the Blacklist of “Securities Market Entry
Prohibition”. The first column, from top to down: the first arrow
points to “name of punishment” and the second points to “content
of punishment”. The table on the right side of the second arrow
shows the detailed explanation of the punishment.



Social Credit System in China

Obstructing or
restisting enforcement.

Fails to fulfill debt
obligation without any
justifiable reason.

Other circumstances
for evasion of enforcement.

Violating the
property reporting system.

Reasons for being on the Blacklist

Failing to fulfill

debt obligation. 98634

0 20000 40000 60000 80000 100000 120000
Number of records

Figure 4: The top 5 reasons for being on the Blacklist of company
debtors.

Image from Engelmann et al. Clear Sanctions, Vague Rewards: How China’s Social Credit
System Currently Defines “Good” and “Bad” Behavior. In Proc. FAT* 20189.



Social Credit System in China

engadget Sections

Chinese facial recognition system confuses bus
ad with a jaywalker

It illustrates one of the many issues with China's surveillance culture.

J. Fingas
@jonfingas
November 23rd, 2018

B f ¥

In this article: bigbrother,
china, facialrecognition,
gadgetry, gadgets, gear,
politics, surveillance

Weibo

There are many criticisms you can level at China's growing reliance on facial

recognition, including its absolute faith in technology: what happens if there's

a false positive? Unfortunately, we just saw an example of that in action. Police
in the city of Ningbo have taken corrective action after the facial recognition

e e S S R G e e O L Rl G




Facial Recognition in China

The Washington Post

Democracy Dies in Darkness

Technology

Huawei tested Al software that could recognize Uighur
minorities and alert police, report says

An internal report claims the face-scanning system could trigger a ‘Uighur alarm,’ sparking concerns that the software could help fug
crackdown on the mostly Muslim minority group

B
=
I

—




Facial Recognition in China

* “A document signed by Huawei representatives... shows that
the telecommunications firm worked in 2018 with the facial
recognition start-up Meguvii to test an artificial-intelligence
camera system that could scan faces in a crowd and estimate
each person’s age, sex and ethnicity. If the system detected the
face of a member of the mostly Muslim minority group, the test
report said, it could trigger a “Uighur alarm” — potentially
flagging them for police in China, where members of the group
have been detained en masse as part of a brutal government
crackdown.”



Facial Recognition in the USA
BAN FACIAL RECOGNITION ~‘owauscaefrorr  SGHTMEPETTION  DOWATE

This interactive map shows where facial recognition surveillance is happening, where it's spreading to next, and where there are local and state efforts to rein it in. See something
missing? Contact us: team@fightforthefuture.org

@ MADISON FACIAL RECOGNITION BAN
® Madison, WI

On December 1, 2020, the Madison City
] Amazon Ring ( ) ‘ : : AN ! 3 . Council voted to ban the use of facial
® Q Bans ’ E 9 : : recognition by city government.

B Other Laws : wion 45 Ord
B B | - SR AN ' ) MINNEAPOLIS FACIAL RECOGNITION
B @ state A ’ ‘ A | BAN

© Minneapolis, MN

B |nUse
B 3 Airports

Local Police ; ) On February 12, 2021, Minneapolis City
Shate Pofice : . . : Council voted unanimously to ban facial
? recognition. This was in part a response to the
police killing on George Floyd in the city in the
Clearview . summer of 2020, and the general call to

j defund the police

[
B
B © Other
=B

Leaflet | © Mapbox © OpenStreetMap



Tracking You

opimon  — Amazon’s Ringis the largest civilian
surveillance network the US has ever seen
Lauren Bridges

Tue 18 May 2021 08.51 One in 10 US police departments can now access videos from

EDT millions of privately owned home security cameras without a
warrant

f v &

< m
2699 383




Survelllance At Borders



Survelllance at Borders

Technology

Apple employee detained by U.S. customs agents after
declining to unlock phone, laptop

By Hamza Shaban
April 3

When Andreas Gal returned from a business trip in Sweden last fall, he was carrying two company-
owned devices: an iPhone XS that flashed “Confidential and Proprietary” on its lock screen and a

MacBook Pro bearing a sticker that read “PROPERTY OF APPLE. PROPRIETARY.”



Phones In the Legal System

* Riley v. California
« SCOTUS 2014

* Unanimous ruling that warrantless search of a phone during an
arrest Is unconstitutional

 Fifth Amendment from the Bill of Rights: Speech cannot be

compelled
* Many (but not all) courts consider passwords to be “speech”

* Biometrics are not considered speech



Plausible Deniabllity of Encryption

Hidden Volume

¥ TrueCrypt QFS]
Volumes System Keyfiles Tools Settings Help Homepage
e ey L It may happen that you are forced by somebody to reveal the password to an encrypted volume. There are
bl many situations where you cannot refuse to reveal the password (for example, due to extortion). Using a so-
o, NSRS sk M called hidden volume allows you to solve such situations without revealing the password to your volume.
ok
Sl
o M.
S
SO
P:
= a A standard VeraCrypt volume
Create volume | | wipe Cache |
Yolume
[EtarchivesiBackup.iso ~ Select File...
it bty Yolume Tools. ] Select Device. |
Mount | Auto-Mount Devices Dismount All ] Exit. |

Space Occupied by Files

Header of the Standard Volume Free Space (Containing Random Data)

The standard VeraCrypt volume after a hidden volume was created within it

Data Area of the Hidden Volume

ve ra C ry pt Header of the Hidden Volume

The lavout of a standard VeraCrypt volume before and after a hidden volume was created within it.



Survelllance of Activism



Mobile Devices

e Stingrays (cell site simulator)

Click any highlighted state to learn more

WA
MT
wyY
NA
co e
cr
NJ
DE
oCc
MS AL GA
= —a = m
Local police have cell State and local police State police have cell Police use of cell site Fullsen
site simulators. have cell site site simulators. simulators unknown. URscreen
simulators. = n
Zoom

Display a table of the map data




FBI Survelllance of Activists

The THE FBI SPENDS A LOT OF TIME SPYING
st ON BLACK AMERICANS

The FBl released a new trove of documents relating to its
surveillance of black activists. They’re mostly redacted.

49 9 Alice Speri

THE FBI HAS come under intense criticism after a 2017 leak exposed

that its counterterrorism division had invented a new, unfounded do-
mestic terrorism category it called “black identity extremism.” Since
then, legislators have pressured the bureau’s leadership to be more
transparent about its investigation of black activists, and a number of
civil rights groups have filed public records requests to try to better un-




Understanding the Security
and Privacy Advice Given to
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Protesters

Maia Boyd, Jamar Sullivan, Marshini Chetty, Blase Ur
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Our Goals

o Characterize advice given to novice protesters
o Test protesters’ understanding and use of advice
o Focus on security or privacy advice given to participants in BLM

protests



Forbes

SAFETY DURING PROTEST

AMNESTY .

INTERNATIONAL |-

PROTESTING SAFELY

—WHAT T0 DO —WHAT NOT T0 DO—

WHAT TO WEAR

T Goggles

& mask

e

\ N

Ee— |
=/

Nondescript, solid
color, layered
clothing; cover
identifying tattoos

Emergency
contacts
written down

Heat
resistant
gloves

Tie your
hair up

WHAT TO BRING

Water for N Snacks
y  drinking & ,
tear gas

Cash/change
&ID Washcloth |

‘\ Ear plugs
\ ,

Protest
signs

Bandages
& first aid
supplies

Turn off biometric authentication

In January 2019, a federal judge ruled that police can’t force you to
unlock your phone using your fingerprint, eyes or face. Still, to be on
the safe side, it’s probably best to turn off those biometric

authentication methods while you're protesting.

Passwords may be safer, as they're generally protected under the Fifth
Amendment. Besides, you might conveniently happen to forget yours

if an officer asks you to unlock your device.

+ Plan ahead: For essential needs, care
and supplies. Know what t
Kn 2

Plan for
ic

+ Be calm and focused: when things get
most infense, t tedanger or warning
signs sooner, not later

+ Watch for signs of physical and mental
problems in yourself and others. Cool
down others who exhibit panic behavior

+ Document: fIm or write down police
actions, brutality, and injuries

—WHAT T0 BRING———

+ Water in a plastic bottle with
squirt top, to drink and to wash
off your skin or eyes

+ Energy snacks
+ |dentif cation an
contact information

emergency

+ Enough money for pay-phone.
f transportation

+ Watch, paper, pen for accurate
documentation of events

insulin & several
on medication

+ Inhaler, epipe
days of presc

+ Menstrual pads. Avoid using
tampons - if you'e ar d you
may not have a chance to change
+ Basic First Aid Kit

+ Wet Wipes and tissues

+ Don't put vaseline, mineral cil, cil-based
sunscreen or moisturizers on skin as they
can frap chemicals

+ Don't wear contact lenses, which can
trap irmtating chemicals underneath

+ Don't wear things which can easily be
grabbed (ie. jewelry, ties, loose hair)

+ Don't go alone, if you can help it - go
with an affinity group or some friends
who know you well

+ Don't forget to eat food and drink lots
of water

—WHAT T0O WEAR

+ Shatter resistant Swimming Googles
and a NS5 Facemask

+ Comfortable, protective shoes that
you canrun in

r skin to
T spray

+ Clothing covering all yi
protect from sun and pe
exposure

+ Shatter-resistant eye protection (ie.
sunglasses, swim goggles, or gas mask)

+ Bandana to cover nose and mouth
soaked in water, lemon juice or vinegar
it can aid in breathing during chemical
exposure

+ Fresh clothes in plastic bag (in case
yours get contaminated by chemical
weapons)

+ A hat to protect you from the sun and
from chemical weapons

protesting tips
for being
safe and strong +

COMMUNICATION:

1. make sure you write

2+ phone numbers in sharpie on your body!
be careful in case they are identified.

—DEALING WITH TEARGAS

+ Avoid use of oils & lotions because
they can frap the chemicals and thereby
prolong exposure

—KNOW YOUR RIGHTS

+ Freedom of Expression and Assembly:
e has the right to
1 fo the streets.

2. med bracelet!

3. turn location/cellular data off.

Cell phone without
first turning off

Face/Touch ID,
going on airplane
mode, and disabling
data. Jewelry

r—.,-BON—'I'—BR-I-NG—

Contact
lenses

Anything you don't
want to be arrested )
with 99

[ v

—\

#blacklivesmatter

enable emergency SOS.
4. passcode only option.

5. ductape camera
in case you have to secretly record eviden:

O NOT POST PHOTOS OF PEOPLE.

Y WILL BE TRACKED BY POLICE.
YOUR ACTIONS HAVE CONSEQUENCES.
YOU ARE NOT THERE TO BE A TOURIST.
SOME PEOPLE WILL BREAK YOUR CAMER/

7. cash for transportation. have a plan.
it will be chaotic. be careful with bikes.
buses and streets will be shut down.
try to be as local as possible. i repeat.
have a plan.

+ Gas masks provide the best facial
protection. if properly fitted and sealed
Alternatively, g les. respirators, or a
wet bandana over the nose & mouth will
hep

+ STAY CALM. Panicking increases the
irritation. Breathe slowly and remember
it is only temporary

+ Blow your nose, rinse y outh,
cough & spit. Try not to sw.

Wearing confacts: you must
remove the lenses or get someone to

ove them for you, with CLEAN,
uncontaminated fngers. Destroy the
lenses after exposure

+DONOTRUBITIN

+ Use an eye flush using a solution of
half liquid antacid and half water. This
only app! to aluminum hydroxide or
um hydroxide

+ Protection of the Right to Freedom
of Assembly: Law enforcement must
faciitate and not resfrict a peacefu
public assembly.

+ Freedom from excessive use of force:
In the policing of non-violent protests,
police must avoid the use of force.

+ Right to Medical Assistance: If you
are injured you have a right to medica
assistance without delay.

+ Freedom from Arbitrary Arrest and
Detention: If you are arrested have
anght to be told of the reas or your
arrest, you also have the right promg
after your arest to have access t
lawyer and to your family.

ptly
oa
+ Right to Complan: If your rights
have been violated you have a right
> file a complaint and to be provided
ation on how to do so.




Part 1: Analysis of Safety Guides
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O

asses of advice, including advice about:
Protecting against phone confiscation
Protecting messages and web browsing
Disabling communication features

Protecting against identification



Part 1: Analysis of Safety Guides

e Disabling transmissions (31 guides)
o Using airplane mode (18 guides)
o Turning off phone (8 guides)
o Turning off location services (20), WiFi (8), Bluetooth (7), and
cellular data (7)
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Part 1: Analysis of Safety Guides

e Leave primary phone at home (21 guides)
o Bring a burner phone (16 guides)
o Provided rationale for advice (14 guides)
m Vague
m “To protect your privacy and prevent surveillance, the best
thing you can do is leave your phone at home.”



Part 1: Analysis of Safety Guides o

e Disable biometrics (28 guides) /y
o Use a passcode instead (11 guides) J
o Explained importance of advice (6 guides) /
m Vague explanations
m ‘It might be best to deactivate facial recognition or
fingerprint unlocking if you’re concerned about being

approached by the police.”
m Specifically mention key rationale (2 guides)

)



Part 1: Analysis of Safety Guides

e Using a strong passcode (20 guides)
o Recommended using passcode/password instead of
biometrics (12 guides)
o Explained purpose of following advice (7 guides)
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Part 1: Analysis of Safety Guides

e Using end-to-end encrypted (E2EE) apps (27 guides)
o Use Signal (26 guides)
o Use WhatsApp (3), Wire (3), Wickr (2), Dust (1), Keybase (1),
or Telegram (1)
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Part 1: Analysis of Safety Guides

e Avoid identifiers (21 guides)
o Avoid people in photos/recordings (20 guides)
o Avoid faces (14 guides), identifying features (14), and locations (6)
o Remove metadata (9 guides)
o Blur features (12 guides)

e Social media caution (18 guides)




Part 1: Analysis of Safety Guides

e Less prevalent classes of advice:

O

O

O

Encrypt device (9 guides)

Back up device (6 guides)

Use a VPN (4 guides)

Use a secure browser (3 guides)
Disable notifications (2 guides)
Use screen pinning (2 guides)



Part 2: Survey of Primarily Novice Protesters

e US-based supporters of BLM
e Had attended at least one BLM protest in person
o 167 eligible survey respondents
o 100% supported the BLM movement
o 7% considered themselves organizers (vs. participants)
o 53% women, 46% men, 1% non-binary
o 52% Black, 31% White, 5% Asian, 5% Hispanic/Latinx
o 75% of respondents had attended 1 - 4 BLM protests total



Part 2: Survey of Primarily Novice Protesters

e 13 classes of advice, 13 statements
o “Disable biometric (face or fingerprint) unlocking for your phone.
Use a password/passcode instead.”
e For each statement, we asked:
o Had they seen this advice?
o Did they understand this advice?

o Did they follow this advice? (Why or why not?)



Part 2: Survey Results

Heard Advice Understand Purpose Follow Advice

1

Disable Biometrics (28) | |
Strong Passcode (20) |

|
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Biometric authentication
e Not protected by 5th amendment
e Device can be forcefully unlocked

Using a strong passcode
e Protected by 5th amendment
e Device cannot be forcefully unlocked




Part 2: Survey Results

Heard Advice Understand Purpose Follow Advice

E2EE App (27)
VPN (4)
Secure Browser (3)




Part 2: Survey Results

Heard Advice Understand Purpose Follow Advice

Disable Transmissions (31)
No Phone (21)




Survelllance of
Students



Exam-Proctoring Software

B Email

W Twitter 72
Ki Facebook 353
in Linkedin

&= Print

Testing and exam proctoring methods that invade privacy and erode trust undermine the very integrity that institutions demand students uphold.

The health risks posed by COVID-19 mean most Canadian
university classes are online this year. As a result, some students

will write exams online via remote proctoring platforms that
surveil their activities.

These tools go by names like ProctorU, Examity, Respondus and

Proctorio, among others. Designed by for-profit tech startups,
they monitor students’ laptops, tablets or phones during the
course of an exam. Proctoring tools can monitor eye_
movements, capture students’ keystrokes, record their screens

and track their searches as well as their home environments and

Bonnie Stewart

Assistant Professor, Online
Pedagogy & Workplace Learning,
Faculty of Education, University of
Windsor

Disclosure statement

Bonnie Stewart does not work for, consuilt,
own shares in or receive funding from any
company or organization that would benefit
from this article, and has disclosed no relevant
affiliations beyond their academic
appointment.




Virtual Meetings

CHICAGO

e 200M

1.888.799.9666

Webinars
Recordings
Settings

Account Profile

Attend Live Training

JOIN A MEETING HOST A MEETING ~

From: | US/1Y/20Z1 E 101 UD/2Z5/2021 |

Maximum report duration: 1 Month
The report displays information for meetings that ended at least 15 minutes ago.
Export as CSV File

Toggle columns~
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Virtual Meetings
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Maximum duration: 1 Month
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1
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Export as CSV file
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May 17, 2022 01:47 PM
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