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& Access Control



User-Centered Security



• Retrospective analysis of user-created 

password breaches

• Large-scale online studies

• Examine real passwords with permission

• Qualitative studies

Some Ways to Understand Users



How Do We Help Users 

Make Better Passwords?



Problem 1: Bad Advice
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Problem 2: Inaccurate Feedback
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Problem 3: Unhelpful Feedback
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Proactive Strength Checking

• Initial idea: provide feedback

• In practice: complexities regarding what to

model, and how to do so efficiently



Blase Ur, Patrick Gage Kelley, Saranga Komanduri, Joel Lee, Michael Maass, Michelle 
Mazurek, Timothy Passaro, Richard Shay, Timothy Vidas, Lujo Bauer, Nicolas Christin, 
Lorrie Faith Cranor. How Does Your Password Measure Up? The Effect of Strength 
Meters on Password Creation. In Proc. USENIX Security Symposium, 2012.

Meters’ Security & Usability Impact
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Meters Are Ubiquitous

10



Test Meters’ Impact

• How do meters impact password security? 

• How do meters impact usability?

– Memorability

– User sentiment

– Timing

• What meter features matter?

• 2,931-participant online study
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Baseline Password Meter
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Visual Differences
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Visual Differences
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Scoring Differences

15



Key Results

• Stringent meters with visual bars 

increased resistance to guessing

• Visual differences did not significantly 

impact resistance to guessing

• No significant impact on memorability
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Authentication in Practice:

Moving Towards A 

Passwordless World?



Case Study: WebAuthn



Case Study: WebAuthn

• Created under the FIDO2 project, now a W3C 

standard

• Goal: Authenticate on web using public-key crypto

• Implemented in specialized hardware OR in 

software using a TPM/TEE



Case Study: WebAuthn

User interaction: Push a button on a key, type 

a PIN into the device, present biometric 

(fingerprint) to hardware reader



Authentication in Practice:

Password Add-Ons / 

Alternatives



Single Sign-On



Single Sign-On: Shibboleth

Diagram from https://docs.shib.ncsu.edu/docs/shibworks.html
For a good (long) explanation, see: https://www.switch.ch/aai/demo/

https://docs.shib.ncsu.edu/docs/shibworks.html
https://www.switch.ch/aai/demo/


Two-Factor Auth



Physical Tokens / Smart Cards

• Codes based on a cryptographic key

– Token manufacturer also knows the key

• What if there is a breach?



Authentication in Practice:

I Forgot My Password



Resetting Accounts

• I forgot my password!

• Send an email?

• Security questions?

• In-person verification?

• Other steps?

• (No backup)



Authentication in Practice:

Password Managers



Password Managers

• Trust all passwords to a single master 

password (still a good idea in most cases)

– Also trust software

– Centralized vs. decentralized architectures



Authentication in Practice:

Password Reuse 



Maximilian Golla, Miranda Wei, Juliette Hainline, Lydia Filipe, Markus Dürmuth, 
Elissa Redmiles, Blase Ur. “What was that site doing with my Facebook Password?” 
Designing Password-Reuse Notifications. In Proc. CCS, 2018.

Password Reuse-Based Attacks
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R0cky!17
R0cky!17

R0cky!17

R0cky!14

Rocky!16

R0ckyBox

R0ckyStar123456

R0cky!17

People Reuse Passwords



Email Argon2i Hash of Password

… …

jim@mail.com $argon2i$v=19$m=4096,…

… …

Memory-Hard Hash Function

Password Strength Meter

Rate-Limiting Guessing



Email

…

jim@mail.com

…

Email

jane@aol.com

jessey@gmx.net

jenny@gmail.com

jim@mail.com

john@hotmail.com

...



Email SHA-1 Hash of Password

jane@aol.com 7c4a8d09ca3762af61e595209

jessey@gmx.net 5baa61e4c9b93f3f0682250b6

jenny@gmail.com 7c222fb2927d828af22f59213

jim@mail.com ba93664a90285b9ff18a7a081

john@hotmail.com b1b3773a05c0ed0176787a4f1

... ...



Email Cracked SHA-1 Hashes

jane@aol.com 123456

jessey@gmx.net 5baa61e4c9b93f3f0682250b6

jenny@gmail.com Canada4ever

jim@mail.com R0cky!17

john@hotmail.com HikingGuy89

... ...

$> hashcat –m 100 –a0 $TARGET $DICT

123456

Password

R0cky!17

Football!17

CanadaRocks!

Crack All The Things!



Email Cracked

… …

jim@mail.com R0cky!17

… …

Dead On Arrival

Email Cracked SHA-1 Hashes

jane@aol.com 123456

jessey@gmx.net
5baa61e4c9b93f3f068225

0b6

jenny@gmail.com Canada4ever

jim@mail.com R0cky!17

john@hotmail.com HikingGuy89

... ...

1 guess is 
enough!



Monitoring the Black Market





Reset Your Password | view as a webpage

Hi Tom,

For your protection and the safety of your data, we have reset the password on your account.

To access your account, you must choose a new, secure password.

Reset Your Password

This action is being taken proactively and at this time there is no evidence to indicate that

your account or data have been compromised. Your backups are safe and your regular

backup schedule will continue.

What Happened

As part of our ongoing security monitoring, we recently became aware of unauthorized

attempts to access a number of Carbonite accounts. This activity appears to be the result of a

third party attacker using compromised email addresses and passwords obtained from other

companies that were previously attacked. The attackers then tried to use the stolen

information to access Carbonite accounts. Based on our security reviews, there is no

evidence to suggest that Carbonite has been hacked or compromised.

What Information Was Involved

While we will continue to monitor and investigate the matter, we have determined that some

usernames and passwords are involved. Additionally, for some accounts, other personal

information may have been exposed.

What We Are Doing

To ensure the protection of all our customers and the safety of their data, we are requiring all

Carbonite customers to reset their login information. Our Customer Care team is standing by

to assist anyone who needs additional help. This activity in no way affects existing or

scheduled backups. Files are still being safely backed up.
 

In addition to our existing monitoring practices, we will be rolling out additional security

measures to protect your account, including increased security review and two-factor

authentication [which we strongly encourage you to use].

What You Should Do

Use the link above to reset your password. We highly recommend using "strong" unique

passwords for Carbonite and all online accounts. Learn more about strong passwords at

www.carbonite.com/safety. If you use the same or similar passwords on other online

services, we recommend that you set new passwords on those accounts as well.
 

For more information please contact Customer Care at https://support.carbonite.com/.

9/6/2017 Gmail - Google 2-Step Verifica tion blocked a sign in attempt to your account.

https://mail.google.com/mail/u/0/?ui=2&ik=8e41709fe4&jsver=EfW G X3tyASk.en.&view =pt&search=inbox&th=15e58f834caa7688… 1/1

Maximilian G. <maximilian.golla@gmail.com>

Google 2-Step Verification blocked a sign in attempt to your
account. 

1 message

Google <no-reply@accounts.google.com> Wed, Sep 6, 2017 at 3:22 PM

To: maximilian.golla@gmail.com

Google 2-Step Verification blocked a sign in

attempt to your account.

Hi Maximilian,

2-Step Verification just blocked a suspicious attempt to sign in to your Google Account. If it

wasn’t you, then someone else knows your password, and you should secure your

account now.

Maximilian G. 
maximilian.golla@gmail.com

Mac 

Wednesday, September 6, 2017 8:22 PM (GMT) 
Opera

If this was you, and you didn't have access to the phone or backup options you registered for

2-Step verification, you can update those options here.  

The Google Accounts team

This email can't receive replies. For more information, visit the Google Accounts Help

Center.

You received this mandatory email service announcement to update you about important changes to

your Google product or account.

© 2017 Google Inc., 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA

Blase Ur <blaseur@gmail.com>

Someone has your password 

1 message

Google <no-reply@accounts.google.com> Sun, Oct 30, 2016 at 2:38 PM
To: blaseur@gmail.com

Someone has your password

Hi Blase,

Someone just used your password to try to sign in to your Google Account

blaseur@gmail.com.

Details: 
Sunday, October 30, 2016 9:38 PM (Central Africa Time) 
Victoria Falls, Zimbabwe*

Google stopped this sign-in attempt, but you should review your recently used devices: 

 

REVIEW YOUR DEVICES NOW

Best, 

The Google Accounts team

*The location is approximate and determined by the IP address it was coming from. 

This email can't receive replies. For more information, visit the Google Accounts Help

Center.

You received this mandatory email service announcement to update you about important changes to

your Google product or account.

© 2016 Google Inc., 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA

Password-Reuse Notifications



Authentication in Practice:

Checking for 

Compromised Credentials



Checking for Compromised Credentials

https://www.zdnet.com/article/google-launches-password-checkup-feature-will-add-it-to-chrome-later-this-year/
https://ios.gadgethacks.com/how-to/ios-14-monitors-your-passwords-protect-you-against-data-breaches-heres-works-0341281/



Checking for Compromised Credentials

https://security.googleblog.com/2019/02/protect-your-accounts-from-data.html



What about 

Biometrics?



Images on previous slide fair use from androidcentral.com and businessinsider.com. Photo above fair use from abcnews.com



Images fair use from wordpress.com and kaspersky.com, as well as Creative Commons from matsuyuki on Flickr



Images fair use from ccmcinc.com, filmjunk.com, and discovermagazine.com



Images fair use from fbi.gov, ifsecglobal.com, and siemens.com



Biometrics

• Fingerprint

• Iris scans or retina scans

• Face recognition

• Finger/hand geometry

• Voice or speech recognition

• The way you type

• (Many others)



Practical Challenges for Biometrics

• Immutable (can’t be changed)

• Potentially sensitive data

• High equipment costs

• Sensitive to changes in the environment

• Biometrics can change over time



Storing Biometrics: Templates



iPhone
Touch ID

Android
Face Unlock

•Images fair use from androidcentral.com, creativebits.org, and businessinsider.com.



Smartphone Biometrics

• Purpose is to reduce the number of times 

a user must enter their password

• Falls back to the password

• Face recognition can be tricked by a photo

• Fingerprint recognition can be tricked by a 

gummy mold

• Users find fingerprint unlock convenient, 

but do not particularly like face unlock



Authentication Conclusions

• Authentication is really hard!

– Hard for system administrators

– Hard for users

• Unfortunately, authentication is necessary



Access Control



Access Control: Basic Instantiation

• File permissions on UNIX:

– Owner, Group, Others

• Useful commands

– chown (change owner of a file)

• chown blase:plantnerds rareplants.txt

– chmod (change modes of a file)

• chmod g+w rareplants.txt (user group others, 

add + or remove -, read write execute)

• chmod 750 rareplants.txt (additive: 0 = nothing, 

1 = execute, 2 = write, 4 = read)



Access Control

• Role-based access control

– Authorization based on role (e.g., “UChicago 

student”)

• Attribute-based access control

– Authorization based on attribute(s) (e.g., 

“Over 7 feet tall”)

• Context-based access control

– Authorization decision depends on the context 

(e.g., time of day)


