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The Online Tracking 

Ecosystem



Online Tracking

• Advertisers want to show you 

advertisements targeted to your interests 

and demographics



Online Tracking

• First party = the site you are visiting 

(whose address is in the URL bar)

• Third party = other sites contacted as a 

result of your visit to that site

• First-party tracking (e.g., for search)

– Consider DuckDuckGo and alternatives



Data-Driven Inferences

You might like dogs!



Targeted Advertising



Targeted Advertising

Dog beds and 
other pet 
supplies

PetStuffSite
petstuffsite.com

http://petstuffsite.com
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Mechanics of Tracking

• Canonically, tracking is accomplished via 

HTTP cookies

– Third-party cookies



Mechanics of Online Tracking

• JavaScript / images from advertising 

networks loaded as part of your page

– In iframes

– Or sometimes not

– Why does this matter?

• Let’s discuss: what can an advertising 

network learn, and how?



Mechanics of Cookie Syncing

From Papadopoulos et al. “Cookie Synchronization: Everything You Always Wanted 
to Know But Were Afraid to Ask,” in Proc. WWW, 2019.



Browser fingerprinting

• Use features of the browser that are 

relatively unique to your machine

– Fonts

– GPU model anti-aliasing (Canvas 

fingerprinting)

– User-agent string

– (Often not) IP address (Why not?)



Device Fingerprinting

• Use unique(-ish) combination of device 

features as an identifier

• https://panopticlick.eff.org/

https://panopticlick.eff.org/


Ad Bidding Marketplaces



Transparency About 

Online Tracking



Ubiquity of Online Tracking



Existing Privacy Tools



Existing Privacy Tools



Do not track

• Proposed W3C standard

• User checks a box

• Browser sends “do not 

track” header to website

• Website stops “tracking”

• W3C working group tried 

to define what that means

• These days, mostly a no-

op (it doesn’t do anything)



Tools to stop tracking, effective?

• Browser privacy settings

– Cookie blocking

– P3P

– Tracking Protection Lists

– Do Not Track

• Browser add-ons

• Opt-out cookies

• Digital Advertising Alliance (DAA) AdChoices

icon and associated opt-out pages



Visualization: Connection Graphs



(My Group’s) Tracking Transparency
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(My Group’s) Tracking Transparency



(My Group’s) Tracking Transparency



(My Group’s) Tracking Transparency



Auditing Online Tracking/Targeting
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Alternatives to Cookies 

for Tracking / Profiling



In-browser Targeting

• The Adnostic research prototype 

suggested profiling users in-browser and 

thus choosing ads in-browser from a set

• Key issues include how to properly bill 

advertisers and how to prevent ad fraud

From Toubiana et al. “Adnostic: Privacy Preserving Targeted Advertising,” in Proc. 
NDSS, 2010.



Google’s FLoC

• Federated Learning of Cohorts

• Clusters users based on their browsing 

activity and assigns a cohort ID

– Uses SimHash for clustering

– Clusters intended to contain 1,000s of users

• Criticisms include fingerprintability, ability 

to tie cohort to PII, and collapse of 

different browsing contexts

• (Abandoned in early 2022)



Google’s FLoC



Google’s Topics API



Google’s Topics API


