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Network threat model

• Network scanning

• Attacks on confidentiality

(e.g., eavesdropping, side channel information)

• Attacks on integrity

(e.g., spoofing, packet injection)

• Attacks on availability

(e.g., denial of service, or DoS)



Scanning and observing networks



Network Scanning: Ping

• Essential, low-level network utility

• Sends a “ping” ICMP message to a host on the internet

$ ping 66.66.0.255

PING 66.66.0.255 (66.66.0.255) 56(84) bytes of data.

64 bytes from 66.66.0.255: icmp_seq=1 ttl=58 time=41.2 ms

• Destination host is supposed to respond with a “pong”

– Indicating that it can receive packets

• By default, ping messages are 56 bytes long (+ some 

header bytes)

– Maximum size 65535 bytes

• What if you send a ping that is >65535 bytes long?



Ping of Death

• $ ping –s 65535 66.66.0.255

– Attack identified in 1997

– IPv6 version identified/fixed in 2013



Network Scanning: Traceroute

• traceroute — hops between me and host

– Sends repeated ICMP reqs w/ increasing TTL



Port Scanning

• What services are running on a server? Nmap

• 5 seconds to scan a single machine!!



SYN scan

Only send SYN

Responses:

• SYN-ACK — port 

open

• RST — port closed

• Nothing — filtered 

(e.g., firewall)



Port Scanning on Steroids 

• How do you speed up scans for all IPv4?

– Don’t wait for responses; pipeline

– Parallelize: divide & conquer IPv4 ranges

– Randomize permutations w/o collisions

• Result: the zmap tool

– Scan all of IPv4 in 45mins (gigabit connection)

– IPv4 in 5 mins (10 gigabit connection)



Eavesdropping

Tools: Wireshark, tcpdump, Zeek (Bro), …

Steps:

1. Parse data link layer frames

2. Identify network flows

3. Reconstruct IP packet fragments

4. Reconstruct TCP connections

5. Parse app protocol messages



Wireshark, Detailed Protocol Analyzer



Side channels



Overview

• Transport Layer Security (TLS) enables 

secure communication

• Frequently encountered with web browsing 

(HTTPS) and more behind the scenes in 

app, VOIP, etc.



What Does HTTPS Hide? (Ghost)

• Body of the HTTP request / response is 

hidden

• …So what’s left to be seen / inferred?



Side Channels

• Using metadata or outside observations to 

make inferences about the data



Web Side Channels Include:

• Size of packets

– How can this reveal what pages you are 

visiting?

• Timing



Web Side Channels Include:

• Color



Protocol attacks



Active Attacks: Blind Spoofing

Mallory Server Alice

src: Alice’s IP, 

SYN, seq = x
SYN-ACK, ack x+1, 

seq = y

src: Alice’s IP, 

ACK, ack = y+1

Guess y (server’s 

sequence number) to 

open forged connection

• Originally: 

y based on time

• Defense: 

pseudorandom y



RST Hijacking

Mallory Server Alice

src: Alice’s IP

RST, seq=y, port=p

TCP Reset attacks
used widely for
censorship, e.g.
Great Firewall (for 
selective blocking)



Inter-domain routing (BGP) attacks 

and large-scale observation



Recall: BGP (Path-Vector Protocol)

• An AS-path: sequence of AS’s a route traverses

• Used for loop detection and to apply policy
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BGP Prefix Hijacking

• Advertise a more desirable route even if the route 

isn’t actually more desirable, or even real

• Goal 1: Route traffic through networks you control 

so that you can observe the traffic

• Goal 2: Send lots of traffic to someone you don’t 

like (denial of service)
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BGP Prefix Hijacking

https://www.darkreading.com/cloud/how-a-nigerian-isp-accidentally-hijacked-the-
internet/a/d-id/1334482

https://www.darkreading.com/cloud/how-a-nigerian-isp-accidentally-hijacked-the-internet/a/d-id/1334482


From Snowden
archives, dated
April 2013







S-BGP / BGPsec

IP prefix announcements signed

Routes signed 

— previous hop authorizes next hop

Higher levels vouch for lower levels

— e.g., ICANN vouches for ARIN, ARIN vouches for 

AT&T, …

Problem?
Costly and slow adoption



HTTP Session Hijacking



Firesheep (now discontinued)

• On shared networks (e.g., wifi), the 

Firesheep browser extension would sniff 

session cookies sent unencrypted (over 

HTTP)


