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• Advertisers want to show you advertisements targeted to your 
interests and demographics

Online Tracking



You might like dogs!

Data-Driven Inferences



Online Tracking

• First party = the site you are visiting (address is in the URL bar)

• Third party = other sites (i.e., origins) contacted as a result of 
your visit to the first party

• First-party tracking (on search engines, shopping sites)

• Third-party tracking (ads on lots of sites)



• Use cookies, JavaScript, URL parameters to track

Mechanics of First-Party Online Tracking



Mechanics of First-Party Online Tracking



Mechanics of Third-Party Online Tracking



Details of HTTP Request



Details of HTTP Request



Details of HTTP Cookies

Image taken from https://networkencyclopedia.com/http-cookie/



Details of HTTP Request



Details of HTTP Response



Details of HTTP Response



uchicago.edu → youtube.com



Headers (uchicago.edu → youtube.com)



Headers (uchicago.edu → youtube.com)



Headers (uchicago.edu → youtube.com)



Headers (uchicago.edu → youtube.com)



Putting It Together

• (Unless browser is blocking it) third party gets its cookies

• (Unless browser is blocking it) third party sees “referer” [sic]

• First party can choose to send info to third party via URL 
parameters (not a violation of Same Origin Policy!)

• Third party sees this information for many first parties



• JavaScript / images from advertising networks loaded as part of 
your page

• In iframes

• Or sometimes not

• Why does this matter?

• Let’s discuss: what can an ad network learn, and how?

Mechanics of Cookie Syncing



From Papadopoulos et al. “Cookie Synchronization: Everything You Always Wanted 
to Know But Were Afraid to Ask,” in Proc. WWW, 2019.

Mechanics of Cookie Syncing



Browser Fingerprinting

• Use features of the browser that are relatively unique to your 
machine

• Fonts

• GPU model anti-aliasing (Canvas fingerprinting)

• User-agent string

• (Often not) IP address (Why not?)



• Use combination of device features as an identifier

• https://coveryourtracks.eff.org/

Browser Fingerprinting

https://coveryourtracks.eff.org/


Alternatives to Cookies 
for Tracking / Profiling



Google’s FLoC

• Federated Learning of Cohorts

• Clusters users based on their browsing activity and assigns a 
cohort ID

• Uses SimHash for clustering

• Clusters intended to contain 1,000s of users

• Criticisms include fingerprintability, ability to tie cohort to PII, and 
collapse of different browsing contexts

• (Abandoned in early 2022)



Google’s FLoC



Google’s FLoC

Image taken from https://www.eff.org/deeplinks/2021/03/googles-floc-terrible-idea



Google’s FLoC (Brave’s Perspective)

Image taken from https://brave.com/why-brave-disables-floc/



Google’s FLoC

Image taken from https://arstechnica.com/gadgets/2021/04/everybody-hates-floc-googles-tracking-plan-for-chrome-ads/



Google’s FLoC

Image taken from https://www.privacyaffairs.com/google-floc/



Google’s Topics API



Google’s Topics API



Studying User 
Reactions to (Future) 

Hyper-Targeting
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Generic

See https://www.blaseur.com/papers/robotext-full.pdf

Personalized

Study: Banner Ads
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Study: Robotext Ads

PersonalizedGeneric

See https://www.blaseur.com/papers/robotext-full.pdf



Anti-Tracking Tools



Firefox Browser Default Settings



Firefox Browser Strict Settings



Do not track

• W3C standard

• User checks a box

• Browser sends a “do not track” 
header to website

• Website stops “tracking”

• W3C working group tried to define 
what “stopping tracking” meant



Are Tools to Stop Tracking Effective?

• Browser privacy settings
• Cookie blocking

• P3P

• Tracking Protection Lists

• Do Not Track

• Browser add-ons

• Opt-out cookies

• Digital Advertising Alliance (DAA) AdChoices icon and 
associated opt-out pages



Transparency Tools



Privacy-Focused Browser Extensions

Companies’ Privacy Dashboards

Browsers’ Built-in Tools

Current Transparency Tools



Ben Weinshel
Miranda Wei
Mainack Mondal
Euirim Choi
Shawn Shan
Claire Dolin
Michelle L. Mazurek
Blase Ur

By



Current Tools Provide High-Level Information



Current Tools Provide High-Level Information



Current Tools Provide High-Level Information



Current Tools Provide High-Level Information



Current Tools Provide High-Level Information



Current Tools Provide High-Level Information



Current Tools Provide High-Level Information



Current Tools Provide High-Level Information



Actual Targeting is Far More Specific
Hobbies & Leisure>Special Occasions>Holidays & Seasonal Events>Halloween & October 31st

Hobbies & Leisure>Special Occasions>Holidays & Seasonal Events>Islamic Holidays

Hobbies & Leisure>Special Occasions>Holidays & Seasonal Events>Jewish Holidays

Hobbies & Leisure>Special Occasions>Holidays & Seasonal Events>New Year

Hobbies & Leisure>Special Occasions>Holidays & Seasonal Events>Thanksgiving

Hobbies & Leisure>Special Occasions>Holidays & Seasonal Events>Valentine's Day

Hobbies & Leisure>Special Occasions>Weddings

Hobbies & Leisure>Water Activities

Hobbies & Leisure>Water Activities>Boating

Hobbies & Leisure>Water Activities>Diving & Underwater Activities

Hobbies & Leisure>Water Activities>Surf & Swim

Home & Garden

Home & Garden>Bed & Bath

Home & Garden>Bed & Bath>Bathroom

Home & Garden>Bed & Bath>Bedroom

Home & Garden>Bed & Bath>Bedroom>Bedding & Bed Linens

Home & Garden>Bed & Bath>Bedroom>Beds & Headboards

Home & Garden>Bed & Bath>Bedroom>Mattresses

Home & Garden>Domestic Services

Home & Garden>Domestic Services>Cleaning Supplies & Services

Home & Garden>Gardening & Landscaping

Home & Garden>HVAC & Climate Control

Home & Garden>Home Appliances

Home & Garden>Home Appliances>Water Filters & Purifiers

Home & Garden>Home Furnishings

Home & Garden>Home Furnishings>Clocks

Home & Garden>Home Furnishings>Lamps & Lighting

Home & Garden>Home Furnishings>Rugs & Carpets

Home & Garden>Home Furnishings>Sofas & Chairs

Home & Garden>Home Improvement

Home & Garden>Home Improvement>Construction & Power Tools

Home & Garden>Home Improvement>Doors & Windows

Home & Garden>Home Improvement>Flooring

Home & Garden>Home Improvement>House Painting & Finishing

Home & Garden>Home Improvement>Plumbing

Home & Garden>Home Improvement>Roofing

Home & Garden>Home Storage & Shelving



Design of Tracking Transparency (Research)

• Web browser extension

• Locally records tracking

• Page metadata, page contents, trackers

• Profiles potential interests from that page

https://git.io/trackingtransparency 

https://git.io/trackingtransparency


Potential Interests



Trackers



Tracking Transparency v2



Miranda Wei, Madison Stamos, Sophie Veys, Nathan Reitinger, Justin Goodman, 

Margot Herman, Dorota Filipczuk, Ben Weinshel, Michelle L. Mazurek, Blase Ur

What Twitter Knows
Characterizing Ad Targeting Practices, User Perceptions, 

and Ad Explanations Through Users’ Own Twitter Data



Possible Expectation of Targeted Advertising

…using information about demographics, preferences, and activity to target ads

Blase Ur
gender: M

location: Chicago, IL

interests: bicycles, 

succulents, punk rock

Expectation:



Reality: “Organic Ketchup Buyer” + More

targetingType: Tailored audiences 

(lists)

targetingValue: 

NCS_PD_04358_Kraft_Organic and 

natural ketchup buyers_1_26362226

…

targetingType: Keywords

targetingValue: #parenting

…



Methods Enabled by Subject Data Access Rights



Contents of ad-impressions.js



Study Protocol

request Twitter 

data

take customized 

survey

upload ad-

related data



231 Participants and Their Ads

Per participant (means)

•  6.6 years on Twitter

•  1,046.6 ads in last 90 days

Across all participants

• 240,651 ads with at least 
one targeting type 
- e.g., location targeting

• 45,209 unique instances
- e.g., Chicago



Less-discussed Targeting Types

• Follower lookalikes: people who don’t necessarily follow an 

account, but have similar interests/demographics to that  

account’s followers

242,709 times, e.g., @uchicagocs

• Behavior targeting: specific inferences or actions on Twitter

35,088 times, e.g., US - Household income: $30,000-$39,000

• Tailored audience (list): upload lists containing hashed PII

113,952 times, e.g., Lifetime Suppression [Installs] (Device ID)



Potential Violations of Twitter’s Policies

TOS prohibits targeting on race, religion, sex life, health, 

politics, and financial status yet…

• Keyword: “unemployment,” “Gay,” “#AfricanAmerican,” 

“latinas”

• Conversation: “Liberal Democrats (UK)”

• Tailored list: “YYYY account status: balance due,” 

“Christian Audience to Exclude,” “LGBT Suppression List”



Current Ad Explanations

6
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Speculative Ad Explanations

detailed text

detailed visual



Speculative Ad Explanations

creepy

control



Speculative Ad Explanations: Results



Clarifications From Twitter

Jun 26

1st request

Jul 7

1st reply: 

unhelpful

Jul 9

2nd request

Aug 9

2nd reply: 

extension

30 days

Nov 15

3rd reply:

satisfactory

99 days



The Politics of 
Transparency



The Politics of Transparency

https://adobservatory.org/



The Politics of Transparency

https://adobservatory.org/



The Politics of Transparency

https://www.wsj.com/articles/facebook-cuts-off-access-for-nyu-research-into-political-ad-targeting-11628052204
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