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Urban Surveillance



Surveillance of Street Corners



Surveillance of (My Former) Street Corner



Surveillance (?) of Street Corners

Image from https://arrayofthings.github.io/



Surveillance (?) of Street Corners

Image from https://arrayofthings.github.io/



Surveillance of a 
Population



Tracking Chicago Juveniles

https://theappeal.org/chicago-electronic-monitoring-wiretapping-juveniles/



Side Note: How GPS Works

Images from https://en.wikipedia.org/wiki/Global_Positioning_System and 
https://www.faa.gov/about/office_org/headquarters_offices/ato/service_units/techops/navservices/gnss/gps/howitworks



Social Credit System in China

• “China’s Social Credit System (SCS, 社会信用体系 or shehui 
xinyong tixi) is expected to become the first digitally-
implemented nationwide scoring system with the purpose to 
rate the behavior of citizens, companies, and other entities… 
“good” behavior can result in material rewards and reputational 
gain while “bad” behavior can lead to exclusion from material 
resources and reputational loss.”

• Redlist = “information on “good” behavior”

• Blacklist = “information on “bad” behavior”

Text excerpted from Engelmann et al. Clear Sanctions, Vague Rewards: How China’s Social Credit
System Currently Defines “Good” and “Bad” Behavior. In Proc. FAT* 2019.



Social Credit System in China

Image from https://merics.org/en/report/chinas-social-credit-system-2021-fragmentation-towards-integration



Social Credit System in China

Image from Engelmann et al. Clear Sanctions, Vague Rewards: How China’s Social Credit
System Currently Defines “Good” and “Bad” Behavior. In Proc. FAT* 2019.



Social Credit System in China

Image from Engelmann et al. Clear Sanctions, Vague Rewards: How China’s Social Credit
System Currently Defines “Good” and “Bad” Behavior. In Proc. FAT* 2019.



Social Credit System in China

https://www.engadget.com/2018-11-22-chinese-facial-recognition-confuses-bus-ad-with-jaywalker.html



Facial Recognition in China

https://www.washingtonpost.com/technology/2020/12/08/huawei-tested-ai-software-that-could-recognize-uighur-
minorities-alert-police-report-says/



Facial Recognition in China

https://www.washingtonpost.com/technology/2020/12/08/huawei-tested-ai-software-that-could-recognize-uighur-
minorities-alert-police-report-says/

• “A document signed by Huawei representatives… shows that 
the telecommunications firm worked in 2018 with the facial 
recognition start-up Megvii to test an artificial-intelligence 
camera system that could scan faces in a crowd and estimate 
each person’s age, sex and ethnicity. If the system detected the 
face of a member of the mostly Muslim minority group, the test 
report said, it could trigger a “Uighur alarm” — potentially 
flagging them for police in China, where members of the group 
have been detained en masse as part of a brutal government 
crackdown.”



Facial Recognition in the USA

https://www.banfacialrecognition.com/map/



Facial Recognition in the USA

https://www.banfacialrecognition.com/map/



Facial Recognition in the USA

https://www.banfacialrecognition.com/map/



Tracking You

https://www.theguardian.com/commentisfree/2021/may/18/amazon-ring-largest-civilian-surveillance-network-us



Surveillance At Borders



Surveillance at Borders

https://www.washingtonpost.com/technology/2019/04/03/apple-employee-detained-by-us-customs-agents-after-
declining-unlock-phone-laptop/



Phones in the Legal System

• Riley v. California
• SCOTUS 2014

• Unanimous ruling that warrantless search of a phone during an 
arrest is unconstitutional

• Fifth Amendment from the Bill of Rights: Speech cannot be 
compelled

• Many (but not all) courts consider passwords to be “speech”

• Biometrics are not considered speech



Plausible Deniability of Encryption

https://veracrypt.eu/en/docs/hidden-volume/



Surveillance of Activism



Mobile Devices

• Stingrays (cell site simulator)



FBI Surveillance of Activists

https://theintercept.com/2019/10/29/fbi-surveillance-black-activists/



Maia Boyd, Jamar Sullivan, Marshini Chetty, Blase Ur

Understanding the Security 
and Privacy Advice Given to 

Protesters





Our Goals

● Characterize advice given to novice protesters

● Test protesters’ understanding and use of advice

● Focus on security or privacy advice given to participants in BLM 

protests 





● 13 classes of advice, including advice about:
○ Protecting against phone confiscation
○ Protecting messages and web browsing
○ Disabling communication features
○ Protecting against identification

Part 1: Analysis of Safety Guides



Part 1: Analysis of Safety Guides

● Disabling transmissions (31 guides)
○ Using airplane mode (18 guides)
○ Turning off phone (8 guides)
○ Turning off location services (20), WiFi (8), Bluetooth (7), and 

cellular data (7)



Part 1: Analysis of Safety Guides

● Leave primary phone at home (21 guides)
○ Bring a burner phone (16 guides)
○ Provided rationale for advice (14 guides)

■ Vague
■ “To protect your privacy and prevent surveillance, the best 

thing you can do is leave your phone at home.”



Part 1: Analysis of Safety Guides

● Disable biometrics (28 guides)
○ Use a passcode instead (11 guides)
○ Explained importance of advice (6 guides)

■ Vague explanations
■ “It might be best to deactivate facial recognition or 

fingerprint unlocking if you’re concerned about being 
approached by the police.”

■ Specifically mention key rationale (2 guides)



Part 1: Analysis of Safety Guides

● Using a strong passcode (20 guides)
○ Recommended using passcode/password instead of 

biometrics (12 guides)
○ Explained purpose of following advice (7 guides)



Part 1: Analysis of Safety Guides

● Using end-to-end encrypted (E2EE) apps (27 guides)
○ Use Signal (26 guides)
○ Use WhatsApp (3), Wire (3), Wickr (2), Dust (1), Keybase (1), 

or Telegram (1)



Part 1: Analysis of Safety Guides

● Avoid identifiers (21 guides)
○ Avoid people in photos/recordings (20 guides)
○ Avoid faces (14 guides), identifying features (14), and locations (6)
○ Remove metadata (9 guides)
○ Blur features (12 guides)

● Social media caution (18 guides)



Part 1: Analysis of Safety Guides

● Less prevalent classes of advice:
○ Encrypt device (9 guides)
○ Back up device (6 guides)
○ Use a VPN (4 guides)
○ Use a secure browser (3 guides)
○ Disable notifications (2 guides)
○ Use screen pinning (2 guides)



● US-based supporters of BLM
● Had attended at least one BLM protest in person
● 167 eligible survey respondents

○ 100% supported the BLM movement
○ 7% considered themselves organizers (vs. participants)
○ 53% women, 46% men, 1% non-binary
○ 52% Black, 31% White, 5% Asian, 5% Hispanic/Latinx

● 75% of respondents had attended 1 - 4 BLM protests total

Part 2: Survey of Primarily Novice Protesters



Part 2: Survey of Primarily Novice Protesters

● 13 classes of advice, 13 statements
○ “Disable biometric (face or fingerprint) unlocking for your phone. 

Use a password/passcode instead.”
● For each statement, we asked:

○ Had they seen this advice?
○ Did they understand this advice?
○ Did they follow this advice? (Why or why not?)



Part 2: Survey Results



Biometric authentication

● Not protected by 5th amendment

● Device can be forcefully unlocked

Using a strong passcode

● Protected by 5th amendment

● Device cannot be forcefully unlocked



Part 2: Survey Results



Part 2: Survey Results



Surveillance of Students



Exam-Proctoring Software



Virtual Meetings



Virtual Meetings



Genetic Data



The Ownership of Biological Data

51
https://www.npr.org/2010/02/02/123232331/henrietta-lacks-a-donors-immortal-legacy



Wins (?) for DNA Data

52
https://www.wired.com/story/detectives-cracked-the-golden-state-killer-case-using-genetics/



Losses (?) for DNA Data

53
https://www.theguardian.com/lifeandstyle/2018/sep/18/your-fathers-not-your-father-when-dna-tests-reveal-more-than-you-bargained-for



The Impact of Companies’ 
Decisions About Tracking 

and Surveillance



iOS App Tracking Transparency

Image taken from https://www.theverge.com/2021/4/27/22405474/apple-app-tracking-transparency-ios-14-5-privacy-update-
facebook-data



Android Tracking

Image taken from https://www.theverge.com/2022/4/28/23046608/android-advertising-privacy-sandbox-google-preview
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